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1.0 INTRODUCTION 

Teleprotection data from protective relays or Remedial Action Schemes (RAS) components represent the 
most critical information transmitted across a telecommunications network. Teleprotection systems 
communicate trip signals, line current differential data, system stability information, synchrophasor 
data, remedial action scheme information, which are essential to maintain the stability of the power 
system. 

Traditional protection schemes were designed to overcome the shortcomings of communications 
channels. Today, with the emerging deployment of packet based technology, many utilities are adopting 
Multi-Protocol Label Switching (MPLS) as a strategic Wide Area Network (WAN) solution that provides a 
flexible and scalable framework to support expansion and change. As a consequence, extra due 
diligence is required to ensure that the stringent performance requirements of teleprotection systems 
are not compromised when using these new communication technologies. This concern is especially 
true for utilities that rely on third-party telecommunication services, for which the communications 
channels are not under the full control of the utilities themselves. Ethernet/IP-based networks used for 
teleprotection must have monitoring capabilities in order to increase the availability and the quality of 
the WAN communication channel. There are additional cyber security concerns with using IP based 
networks that must be looked at.  The networks must also have the ability to generate appropriate 
alarms if the reliable transmission of commands to the remote end cannot be ensured. 

Planners, protection engineers, and communication engineers must work together to determine the 
proper protection system scheme application and design to ensure adequate emphasis on dependability 
and security. This guide will recommend design considerations to help mitigate the impact of 
protection/RAS misoperations related to communication system issues. 

This guide will also describe the various teleprotection schemes and technologies typically used by 
electric power utilities; the various telecommunication technologies used to implement these protection 
schemes and the advantages and disadvantages of the various technologies. 

2.0 TELEPROTECTION SCHEMES AND THEIR ADVANTAGES/DISADVANTAGES 

Pilot or communication assisted relay schemes fall into three basic categories: line current differential, 
blocking, and permissive schemes. Practical applications of pilot schemes require addressing several key 
issues associated with communications such as channel monitoring, channel redundancy, 
communication path routing, and desired response of the scheme under loss of channel. 

The main characteristics of a deterministic communication system (i.e. legacy Digital Multiplexed 
Networks such as SONET and TDM)  used for teleprotection could be summarized as follows:  
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• Bounded latency (maximum end to end delay) 
• Bounded jitter (latency variation) 
• Extraordinary low packet loss 

Data shared by protection systems can be divided into two different groups 

• Analog data (analog value) 
• Binary data 

Whatever protection scheme is involved, all communication aided protections have the following 
advantages: 

• Trips only the faulted line  
• Provides high speed simultaneous clearing for all internal line faults including end zone faults 
• Prevents overtripping on external line faults 
• Can allows existing lines to transmit greater power taking advantage of capability of high speed 

communication aided protections. 
• Reduces equipment damage (e.g. lines, breakers, …) 
• Allows for high speed trip/reclosing to improve system stability. 

For protection systems, dependability is the most important requirement; because the non-operation of 
the protective relaying equipment can result in equipment damage or instability of the power system for 
an un-cleared fault. This can lead to the collapse of the power system, depending on which part of the 
network is affected. 

RAS also require the same level of reliability and dependability for telecommunication performance. 

2.1. Direct Transfer Trip (DTT) and Direct under-reaching Transfer trip (DUTT) 

DTT systems provide circuit-breaker tripping at remote terminals, without any supervision by fault 
detectors. The most important consideration in a direct transfer-trip system is the type of channel used. 
The communications equipment must carry the total burden of system security and dependability. The 
method of communication must be reliable and secure because any signal detected at the receiving end 
will cause a trip of the circuit at that end. 

DTT systems are mainly applied in the following circumstances: 

• Line protection with non-permissive under reaching transfer-trip systems 
• Transformer protection where there is no circuit breaker between the transformer and 

transmission line 
• Line overvoltage protection 
• Shunt reactor protection (when included in the line zone without a dedicated circuit breaker) 
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• Series capacitor protection 
• Remote breaker failure protection 
• RAS tripping 

Direct Underreaching Transfer Trip (DUTT) in Figure 1 employs a Zone 1 fault detector to send a trip 
signal to the relay at the remote end in addition to sending a trip signal to the local circuit breakers. 

 

 

Figure 1: DUTT Scheme 

 

 

 

 

 

 

 

Legend:  
Z: zone of protection 

 62: time delayed relay 
 52a: Circuit Breaker “a” contact 
 TC: Trip Coil 
 UT: Underreaching Trip  

GD: Guard 
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The communications system design must be such that interference on the communication circuit does 
not cause spurious trips. Should a spurious trip occur, it might result in unnecessary loss of 
load/generation or separation from the primary power system. 

The type of data involved in DTT/DUTT scheme is always binary. This scheme is inherently tolerant of 
propagation delays and channel asymmetry, though channel delay does affect ultimate tripping time. 

2.2. Line Current Differential 

Line differential protection schemes as shown in Figure 2a assume a very low communications delay 
between relays. Moreover, as those systems are often not time-synchronized, they also assume 
symmetric communications paths with constant delay, which allows comparing current measurement 
values taken at the exact same time. 

To compare the current values of two ends of a line, it is essential that the measured values be 
synchronized. Otherwise a phase angle shift resulting from comparing currents from different time 
instances would create a false differential current, leading to a false tripping of the protection device.  

 

 

Figure 2a - Line Current Differential Scheme over Digital Channel 
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Figure 2b – Line Differential Scheme over Pilot Wire Channel  

Figure 2: Line Differential Protection 
Scheme    

 

 

Historically, the primary constraint of a microprocessor-based line current differential system was the 
requirement to work with a communication channel of a limited bandwidth. Figure2b show a legacy line 
differential scheme using an analog pilot wire channel. Today, especially in urban areas, the availability 
of communication systems with larger bandwidth will introduce the usage of new communication 
interfaces for this application. 

Moreover, line current differential functionality has been improved recently so that it is now less 
sensitive to small asymmetric delay. The protective relays can handle reasonable amounts of data 
channel asymmetry (e.g. typically 1.5 to 4 milliseconds). 

 

Legend:  
87: Differential Protective Relay 

 Op: Operate Winding 
 Res: Restraint Winding 
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2.3. Permissive Over-reaching Transfer Trip (POTT) 

The POTT scheme as shown in Figure 3 has the advantage of being more secure. Each end must detect 
the fault, but it’s also required to get permission from the remote relays to trip. It can also provide 
higher-speed tripping. The scheme is based on the comparison of two forward reaching elements (Zone 
2) to allow tripping. It has the disadvantage of being dependent upon the communication channel time 
for all line faults. The type of data involved in POTT scheme is always binary. 

This scheme is inherently tolerant of propagation delays and channel asymmetry, though channel delay 
does affect ultimate tripping time. 

 

Figure 3: POTT Scheme  

 

 

 

 

Legend:  
   Z: zone of protection 

    62: time delayed relay 
    52a: Circuit Breaker “a” contact 
    TC: Trip Coil 
    GD: Guard 
    RO: Receive Overreaching (Z2) 
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The communications system design must be such that interference on the communication circuit does 
not cause spurious trips. Should a spurious trip occur, it might result in unnecessary separation from the 
primary power system. 

2.4. Permissive Under-reaching Transfer Trip (PUTT) 

The PUTT scheme as shown in Figure 4 is based on the comparison of two forward reaching elements (a 
Zone 2 element seen locally and a Zone 1 seen remotely) to allow tripping. The type of data involved in 
PUTT scheme is binary. This scheme is inherently tolerant of propagation delays and channel 
asymmetry, though channel delay does affect ultimate tripping time. 

 

Figure 4: PUTT Scheme    

 

 

 

 

 

Legend:  
Z: zone of protection 

 62: time delayed relay 
 52a: Circuit Breaker “a” contact 
 TC: Trip Coil 
 GD: Guard 
 UT: Underreaching Trip  

OR: Overreaching (Z1) 
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The communications system design must be such that interference on the communication circuit does 
not cause spurious trips. Should a spurious trip occur, it might result in unnecessary separation from the 
primary power system. 

2.5. Directional Comparison Blocking (DCB) 

The DCB scheme as shown in Figure 5a requires a forward reaching element (P(R),- element seen 
locally), and a reverse directional element (S(Q) seen remotely). 

 

 

Figure 5a – DCB Scheme Overview 
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Figure 5b: Contact and solid-state logic for 
DCB scheme 

 

 

 

 

 

 

These schemes tend to be more dependable than secure because the DCB pilot channel is not required 
for tripping. 

The relay will generate a trip if an overreaching protective element picks up and the relay does not 
sense a block signal for a settable short delay. Blocking systems tend toward higher dependability than 
security because failure to receive a blocking signal from a remote terminal can result in a misoperation 
for an external fault. The local relay operates without the block signal but scheme security suffers when 
remote relay or communication channel fails to send proper block signal. 

In the past when DCB was designed for use with Power Line Carrier, the risk of losing a communication 
signal at the time of a fault was overcome by requiring transmission on a non-faulted line only. A digital 
communications channel should not be affected by any power system fault and the benefit of the DCB 
scheme to handle such a condition is no longer as important. Moreover, using a DCB scheme with a 
digital communication system shall be carefully analyzed. Regrouping several DCB schemes on a single 
multiplexer can represent a security concern that can lead to several lines overtripping. 

Legend:  
62CS: time delayed control switch 
52a: Circuit Breaker “a” contact  
TC: Trip Coil 
P(R): Protection at Terminal R 
S(R): Start Signal at Terminal R 
P(Q): Protection at Terminal Q 
S(Q): Start Signal at Terminal Q 
RR: Relay at Terminal R  

 



 
 

13 
 

This scheme is inherently sensitive to propagation delays. Channel delay can affect security (selectivity) 
of the scheme. Loss of the communications channel also leads to loss of selectivity. The type of data 
involved in DCB scheme is always binary. 

2.6. Directional Comparison Un-Blocking (DCUB) 

The DCUB scheme was designed for Frequency Shift Power Line Carrier as shown in Figure 6. The FSK 
carrier sends a continuous blocking signal. When a forward distance element detects a fault, the 
transmitted carrier frequency is shifted to a trip signal. The scheme is therefore a permissive principle; 
forward operation AND received permission are required for a trip. To accommodate for a risk of losing 
the carrier signal in the faulted line, an unblock trip window is provided. If the receiver does not detect 
any signal, either block frequency (GUARD), or trip frequency, the relay is allowed to trip from its 
forward distance element for a configurable period following loss-of-signal. 

For a digital channel, the risk of losing the signal should be minimal. However, the DCUB scheme’s ability 
to override a 60ms SONET interruption makes it an attractive candidate for use on digital 
communication networks. As in other permissive schemes, channel delay is directly added to protection 
trip times. Excessive channel delays should affect only the operating time of the protection system, but 
might need to be considered for any built-in channel coordination logic, such as transient block logic for 
parallel line applications. 

 

Figure 6a – DCUB Scheme Overview 

 

 

Legend:  
PLC: Power Line Carrier 
F1: Frequency 1 
F2: Frequency 2 
P(R): Protection at Terminal R 
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Figure 6b: Contact and solid-state logic for DCUB 
scheme 

 

 

 

Legend:  
62CS: time delayed control switch 
52a: Circuit Breaker “a” contact  
TC: Trip Coil 
P(R): Protection at Terminal R 
RR: Relay at Terminal R 
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DCUB provides the advantages of a permissive scheme by not requiring any blocking timer coordination 
while at the same time offering a trip window for the 60ms SONET switch time, should a fault occur 
simultaneously with SONET channel switching. 

This scheme is inherently tolerant of propagation delays and channel asymmetry. Channel delay affects 
ultimate tripping time when the telecom system is operational. However, on loss of telecom, the DCUB 
scheme can become permissive faster than a DCB scheme. Loss of telecom leads to a potential loss of 
selectivity but high speed fault clearance capability remains (faster than DCB). 

2.7. Teleprotection Schemes Summary 

• Transmission time (speed) is critical to the security of DCB schemes 
• Transmission time affects the clearing time of DCUB, POTT, PUTT, DTT and 87L schemes 
• DCB and DCUB should be used when communication channels can be lost during faults 
• DCB schemes should not be used with communications channels where the channel delay can 

change 
• For POTT and DCUB schemes a higher channel delay can increase ultimate tripping time; 

however, this can be mitigated in modern systems by using high-bandwidth digital channels, 
allowing POTT and DCUB schemes to be as fast or faster than before 

• Current differential protection should be used with direct fiber connections (not really efficient 
but very fast and reliable) or with digital multiplexed network 

• The high quality of many digital communications channels permits more information to be sent 
in less time 
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• Channel performance monitoring, including sequence of events, outage duration, and 
unavailability provides the measurements of performance required to maintain and improve 
communications without periodic testing. System operation is a continuous test of the channel 

• If a fault on the power line can affect the teleprotection channel, a DCB or DCUB scheme should 
be considered. Power-line carrier or communications lines sharing right of way with the 
protected power line are examples of communication that can be affected during faults 

• Latency changes and asymmetry delays shall be controlled or avoided by design 
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2.8. Performance and Timing Considerations 

The following tables show the vulnerabilities of each protection scheme.  It is recommended that these 
impacts be mitigated as part of the overall protection design. 

Table 1 – Protection Scheme Risks 

 

  

Scheme Impact due to loss of signal Impact due to delay of signal/data 

DTT No Trip Slow Trip 

 Line Current 
Differential No Trip Slow Trip  

POTT/PUTT Time delayed trip Slow Trip 

DCB Can overtrip during out of zone faults (1) No time-delayed trip for in zone fault 

DCUB Can overtrip during out of zone faults (3) Overtrip for out of zone faults (3) 

 
1. Assumes time delay greater than the maximum design limit and that altered data would cause a trip. 

2. Except for DTT, these schemes trip only if local fault-detecting elements pick up, i.e., no trip unless an 
actual fault occurs at the same time. 

3. Z2 allowed to trip high speed for a short window when permissive signal is bypassed. 
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Table 2 – Teleprotection Scheme Design Recommendations 

 

 
1 As noted in NPCC Directory No. 4, Appendix A, Section 2.1.2, for teleprotection, “dependability relates to the 
degree of certainty that a protection system will operate correctly when required to operate.  Security relates to 
the degree of certainty that a protection system will not operate when not required to operate.” 

Scheme * End-to-End Delay 
time (IEC) 

Recommended 
Asymmetry 

Criterion 

Dependability
(IEC 60834-1) 

Security  
(IEC 60834-1) 

Note 

DTT Maximum  
20ms  
Recommended  
< 10ms   
(usually 5-8ms) 

should pose no 
problem 

10-4 10-6 Extremely high 
security1 and high 
dependability are 
more important than 
transmission time. 
 

Line 
Current 
Differential 

Maximum 
25ms 
Recommended  
< 10ms 
(usually 2-7ms) 

50 % of the 
asymmetry delay 
that can cause 
tripping. 

Scheme 
dependent 

 Short transmission 
time and good 
dependability are 
more important than 
security. 

POTT Maximum  
20ms 
Recommended  
< 10ms 
(usually 4-8ms) 

should pose no 
problem 

10-3 10-3 High dependability 
and a short 
transmission time 
take priority over 
security in a 
permissive scheme. 

PUTT Maximum  
20ms 
 
Recommended  
< 10ms 

should pose no 
problem 

10-2 10-4  

DCB Maximum  
15ms 
Recommended  
< 8ms  
(usually 2-5ms) 

should pose no 
problem 

10-3 10-3 Short transmission 
time and good 
dependability are 
more important than 
security. 
 

DCUB Maximum  
20ms   
Recommended 
< 10ms 
(usually 4-8ms) 

should pose no 
problem 

10-3   

* End-to-End delay is defined as the one way communications transit time; this does not include the relay 
component of the overall protection system operating time. Reference WECC Guideline “Communications 
Systems Performance Guide for Electric Protection Systems”, Section 2.3.4. Timing Considerations for more 
information on how the breakdown of this timing component. 
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2.9. RAS  

These schemes operate based on different types of detection: 

• Event-based RAS: A protection trip, open breakers and other events that can lead to, for 
example, the loss of several lines. These events often lead to a fast response action (e.g. 
generation rejection). The communication data volume to exchange is very low. 

• Response-based RAS: RAS is based on measured electrical variables and initiates actions when 
these variables are outside certain thresholds. Typical response-based RAS are under-frequency 
or under-voltage load shedding. Response-based schemes require fast exchange of large 
volumes of information. They therefore require extensive network communication capacity. An 
RAS can be designed having both. 

Table 3 – RAS Design Recommendations 

Scheme Recommended Delay  Note 
RAS (SPS Type I 
and II equivalent 
according to D7) 

Depending on type of information 
transmitted/received (e.g. 
synchrophasors, load shedding, 
generation rejection, dynamic settings, 
etc.…) 
 
10-100ms 
 

For planning events 
High dependability and a short 
transmission time take priority over 
security. 
 
For extreme events 
Extremely high security and high 
dependability are more important than 
transmission time. 

Limited impact 
RAS (SPS Type III 
equivalent 
according to D7) 

Depending what type of information is 
transmitted/received (e.g. 
synchrophasors, load shedding, 
generation rejection, dynamic settings, 
etc....) and the time delay allowed by 
the planning studies. 
 
10-100ms 
 

 

 

3.0 TELECOMUNICATION NETWORK TRANSPORT MEDIA AND TECHNOLOGIES 

3.1. Wired and Wireless Technologies 

Communication systems serving protection functions in power utilities can be divided into two main 
categories: wired or wireless. Wired systems are those that require a physical medium to be installed 
(e.g. copper or fiber) to facilitate communication, whereas wireless systems are those that rely on free 
space as the physical medium for transmission. 
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Wired systems can be as simple as Direct Current (DC) applied to dedicated copper pairs or as complex 
as Dense Wavelength Division Multiplexed (DWDM) Packet Optical Transport Network (POTN) over fiber 
or variations in between. 

Wired and wireless systems have inherent limitations, susceptibilities and vulnerabilities. For instance, 
the bandwidth available on both wireless/radio systems is a function of the width of the RF channel they 
occupy, while the available bandwidth on a Copper wired system is severely limited by distance and 
gauge of the wire. 

Strengths, limitations and susceptibilities of various commercially available transmission technologies 
(both wired and wireless) are described in Appendix A: Table 1 Wired and Wireless Transmission Media 
and their Characteristics and in the following sections. 

3.2. Analog Channels 

3.2.1. Analog Microwave Channels 

In analog systems of recent past and some which are still in use today (e.g. leased telco circuits), 
teleprotection signals are carried in Voice Frequency (300– 3400 Hz) bands (VF channels). These VF 
channels are assigned to group and supergroup carriers of differing center frequency in analog 
microwave systems. Analog microwave systems are obsolete and typically no longer used by electric 
utilities in the US and Canada. 

3.2.2. Leased Analog Telephone Lines 

Leased or private telephone lines, as opposed to dial-up service, are voice grade channels (standard 3 
kHz voice circuits) which utilize the Public Switched Telephone Network (PSTN) and are wired within the 
telephone company’s central office until the service is disconnected or out-ordered. The dial-up 
counterpart – as the name implies – establishes end-to-end connectivity upon dialing the far-end 
number. The user usually pays a fixed fee every month for this service and it is distance-sensitive, i.e. the 
farther the two end stations are apart, the higher the monthly charges. Leased lines are point-to-point 
circuits, with both end points identified to the telephone company. The user has no knowledge of where 
or how the circuit is routed between the two end-points. 

Although leased circuits have served power utilities for protective relaying applications for many years, 
despite their higher costs (higher than dial-up), they can be used for sub-DS0 (less than 19.2 kb/s) 
transmission between devices without compression. Higher speeds (up to 64 kb/s) can be achieved by 
compression, but add delay. Low speed point-to-point voice-grade circuits are often known by the 
Frequency response mask as 3002 or S4T4 circuits.  

Leased circuit (and their dial-up counterparts) setup and maintenance require a skill set which is fast 
disappearing within telephone industry in favor of packet-based services. Most telephone companies 
plan to replace or de-commission their leased circuit infrastructure within the foreseeable time horizon. 
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Digital Data Stream (DDS) is offered as a stop-gap replacement for disappearing leased voice grade 
circuits. DDS offers digital services from 2.4 kb/s to 56 kb/s, however, the wider bandwidth of these 
circuits make them more susceptible to noise. 

3.2.3. Analog Power Line Carrier 

Traditional technologies such as Power Line Carrier (PLC) – both analog and digital - would fall into both 
wired and Radio Frequency categories. In these systems, an RF signal of higher Frequency (in 30– 500 
kHz) is injected onto a power transmission line (wired). Line matching units and coupling capacitors are 
used to allow injection/removal of signal of lower amplitude onto the high voltage line. A line trap unit is 
required in order to direct the signal to the remote line terminal (on the line to be protected) and isolate 
the signal from going back towards the station bus and its impedance variations. A line trap is also 
required where a third party generator is connected to the line. 

• ON/OFF Carrier 
Directional Comparison Blocking (DCB) schemes use on/off PLC. A Directional Comparison 
Blocking (DCB) communication assisted protection scheme is used primarily to protect 
transmission circuits and provides high speed tripping for all faults (phase and ground) occurring 
on the circuit it is designed to protect. 
In this protection scheme, the relays at each of the terminal utilize forward overreaching zone 2 
phase and ground elements to determine if the fault is in the forward direction (towards the 
protected element) and reverse distance and non-directional ground overcurrent or ground 
distance elements to determine if the fault is in the reverse direction (behind the protected 
circuit terminal). If the protective relaying at a given terminal detects the fault in the forward 
direction, the terminal will trip high speed if no blocking signal is received from the remote 
terminal(s) within a short time delay. If the fault is external to the protected element, one 
terminal will see the fault in the reverse direction and initiate a blocking signal to the remote 
terminal(s). If the block signal is received within the specific short delay the high speed tripping 
is prevented from being performed. (TFSP DCB Scheme report) 

• ASK/FSK (Guard Signal) 
Standard RF techniques of On-Off Keying (OOK), Single Side band (SSB) or Frequency Shift Keying 
(FSK) are used in PLC to carry teleprotection tones on multiple Voice Frequency channels. The 
transmission line itself can act as a large antenna, thus requiring Frequency coordination and 
regulatory oversight of PLC spectrum. 
In Directional Comparison Unblocking Schemes (DCUB) and POTT schemes, FSK equipment is 
used to provide communications between line terminals. The communication equipment 
continuously transmits a guard signal on one frequency. When a fault occurs, the protective 
relay tells carrier equipment to shift from guard frequency to permissive frequency with 
corresponding increase in signal power output. The receiver at the other end of the line 
monitors these signals. If permissive trip signal (PT) arrives, a normal trip occurs. If PT does not 
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arrive and loss of guard (LOG) occurs, then a time window is provided to allow a trip without 
getting PT if the relay zone 2 still detects the forward fault. It is beneficial when remote PT signal 
gets attenuated by the fault or bypassed by earth. 

3.3. Digital Channels 

3.3.1. Dedicated Optic Fiber (Single Mode/Multimode) 

Fiber Optic systems fall into the Wired Categories since a physical media (fiber) needs to be installed 
first before communication can take place. Dark fibers can be used with different terminating 
equipment operating at speeds as low as 1200 baud up to several terabytes. Fiber systems can be used 
with either single wavelength SONET multiplexers up to OC-768 (40 Gb/s), or up to 200 Gb/s Ethernet or 
Dense Wavelength Division Multiplexed (DWDM) systems of many wavelengths, each with up to 200 
Gb/s. The underlying technology for expansion of number of channels (per ITU G.694.1-2012 Grid), grid 
channel spacing (from 12.5 GHz to 100 GHz) and the amount of data carried on each channel is 
advancing rapidly, allowing more traffic to be carried on a single fiber strand than ever before. Fiber 
systems require initial capital expenditure, but have very high capacities in the order of many Terabits 
(theoretically Petabit (1x1015) as opposed to Megabits for Radio and Copper systems. With proper 
amplification, fiber systems can be deployed for long haul system and generally don’t suffer from same 
bandwidth-distance limitations as Copper, PLC or Wireless systems. 

Leased dark fiber is also an option to provide dedicated fiber optic communication.  The leased dark 
fiber can be provided by telephone company or other third party.  Typically the physical routing of this 
fiber can be made known to provide more control over path routing and diversity. 

3.3.2. Digital Multiplexed Network 

The basic building block and the universal functional equivalent of a VF channel in a digital system is a 
DS0 channel operating at 64 kb/s. Analog signals of a VF channel (300-3400 Hz) are digitized and 
quantized into a 64 kb/s data stream by Pulse Code Modulation (PCM) technique. Further multiplexing is 
carried through Time Division Multiplexed (TDM) multiplexers in Asynchronous, Plesiochronous or 
Synchronous systems which differ in their synchronization requirements. These systems were originally 
used for telco trunking for public telephone systems, but were adopted by many power utilities. They 
are digital in nature catering to digital hierarchies as defined in (North America: DS0:64 kb/s/DS1: 24x 
DS0:1.544 Mb/s/DS3:28xDS-1: 44.736 Mb/s and in Europe: E1:2048 kb/s, E2:8.448 Mb/s, E3:34.368 
Mb/s). Digital rates are defined in ANSI T1.107 (North America) and ITU G.703 (Europe) standards.  

Traditional TDM hierarchies became access tributaries in SONET systems with OC-n (North America: n x 
51.84 Mb/s where n=1...768) and European SDH STM-m (m x 155.84 Mb/s, m:1..256) line rates. 

Digital Multiplexed Networks and TDM multiplexers are still in use today in many electric utilities but are 
being replaced by packet networks.  
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3.3.3. SONET/SDH 

Synchronous Optical Network (SONET) and Synchronous Digital Hierarchy (SDH) are two standards 
which are very similar, but differ in their geographical adaptation and data rates supported. Both 
standards specify synchronous data transmission which can be over fiber optic cable or digital 
microwave (up to OC12, STM-3). SONET is used in the US, Canada and Japan while SDH is used in the 
rest of the world. The primary standard covering SONET rates, physical layer characteristics, Operations, 
Maintenance and Administration (OM&A) features - of which there are many - is covered in ANSI T1.105 
and Telcordia GR-253, while SDH is covered in International standards published by ITU-T G Series 
(G.707, 708, 709, and 783). SONET/SDH transmission line rates can be as high as 40 Gb/s (OC-768), but 
the smallest tributary rate is VT1.5 (SONET) at 1.728 Mb/s or VT2 (SDH) at 2.304 Mb/s, allowing a DS-1 
(SONET/T1: 1.544 Mb/s) or E1 (SDH: 2.048Mb/s) to be carried as a basic low rate service. A multiplexer 
would be required in order to access the individual DS0 channels used for protection.  

Some of the more common SONET/SDH rates are as follows: 

Table 4 – Common SONET/SDH Rates 

Optical  
 

Electrical Line Rate SDH  Capacity 

OC-1 STS-1 51.84 Mb/s  None 28 DS1s (T-1) or 1 DS3 (T-3) 
OC-3 STS-3 155.520 Mb/s STM-1 84 DS1s or 3 DS3s or 1 E4 
OC-12 STS-12 622.080 Mb/s STM-4 336 DS1s or 12 DS3s or 4 E4 
OC-48 STS-48 2488.320 Mb/s STM-16 1344 DS1s or 48 DS3s or 16 E4 
OC-192 STS-192 9953.280 Mb/s STM-64 5376 DS1s or 192 DS3s or 64 E4 
OC-768 STS-768 39813.12 Mb/s STM-192 21504 DS1s or 768 DS3s or 256 E4 
OC = Optical Carrier, STS = Synchronous Transport Signal, STM = Synchronous Transport Module 

 

SONET/SDH standards provide for different linear or ring configurations. In a ring configuration, either 
Bidirectional Line Switched Ring (BLSR) or Uni-Directional Ring Switched Ring (UPSR) configurations are 
possible. Linear and Ring configurations can further benefit from line protection whereby, depending on 
configuration, traffic is protected against line card or fiber failure with layer 1 switching within less than 
10ms. Ring protection also protects against fiber failures, allowing switching within 60ms (10ms for 
detection and 50ms for completion of switching).  

SONET/SDH networks require frequency synchronization to a reference clock (to within 1e-11) and a 
synchronization network with hierarchical failure modes, so that only one reference clock synchronizes 
the network at any given time. SONET/SDH nodes in both linear and ring configuration can utilize SONET 
line interface to recover their timing signals which are then passed on to downstream elements. Care is 
taken in the form of Synchronization Status Messaging (SSM) in order to avoid unwanted timing loops. 
SONET/SDH networks allow for a some deviation of the reference clock (or its substitute Stratum clock) 
accuracy through the use of pointer processing at the VT level, this leads to higher tributary jitter and 
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the pointer processing can only compensate so much. Failure to properly synchronize the network can 
result in frame slips which have negative consequences in the form of pops or cracks (voice channels) to 
loss of frame and data. These slips will make voice communication difficult if not impossible, but may 
also lead to false trips on protection circuits being carried on SONET in the extreme case. 

SONET/SDH Networks are still in use today in many electric utilities but are being replaced by packet 
networks.  

3.3.4. Digital Microwave and Radio Links 

Wireless systems in use at utilities were traditionally licensed point-to-point analog microwave 
operating in protected frequency bands set aside for utilities. Microwave radio refers to the use of EM 
waves in free space in frequencies ranging from 900 MHz – 23 GHz. In particular, licensed microwave 
systems utilize regulated radio spectrum, such as: UHF/VHF, 900MHz or Microwave 2GHz, 3.65GHz 
(WiMax), 4.9GHz, 6GHz, 7 GHz (Canada), 11GHz, 18GHz, 23GHz, and 80GHz (E-Band millimeter wave). 
Each Frequency band has its own characteristics and with some exceptions, radios designed to operate 
in one band can’t simply be “re-tuned” for another. 

When analog microwave became obsolete in late 1970’s, power utilities slowly switched either to point-
to-point licensed digital microwave or fiber. Earlier microwave radios were designed to carry traditional 
TDM hierarchies; later radios with SONET rates up to OC-3 electrical equivalent (STS-3) at 155 Mb/s line 
rate were developed by a number of vendors. Limitation of 155 MB/s on these digital SONET microwave 
radios were due to the channel bandwidth, limited to 30 MHz by regulatory authorities. Multiple radio 
channels can be combined – but not many vendors support - to obtain higher rates.  SONET and TDM 
radios are still in used today in many electric utilities, but are being replaced by packet based radios. 

Proliferation of wireless devices due to cellular industry growth provided new technologies for use by 
power utilities. Both licensed and unlicensed point-to-point and point-to-multipoint radios were 
considered. The unlicensed radios – with little regulatory oversight - have the disadvantage of being 
prone to noise due to interference. Unlicensed radios have traditionally used less secure and more 
interference prone regions of spectrum in 900-928 MHz (ISM) bands as well as in microwave (2.4, 5.3-
5.8 GHz) bands. Among technologies considered or being considered by power utilities are the older 
IEEE 802.16 WiMax, and the more advanced and future-proof Long Term Evolution (LTE) systems. Both 
private and public LTE systems have been proposed. Packet-based and TDM mapping into Frequency 
domain can be used by the newer radios. An unlicensed radio can’t be guaranteed to meet a predictable 
reliability objective due to possible interference from other communication systems. Therefore, 
unlicensed radio are not suitable for protection applications.    Manufacturers use different techniques 
to overcome interference and obtain higher carrier/interference ratios. Among these are: 
Frequency/channel hopping and code spreading, both spread spectrum techniques. Orthogonal 
Frequency Division Multiplexing (OFDM) and Orthogonal Frequency Division Multiple Access (OFDMA) 
are two modulation schemes which slice the available band into many sub-channels. These schemes are 
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specifically designed for high capacity unlicensed wireless transmission. OFDM is used by stationary 
WiMax radios, while OFDMA is used by mobile WiMax and LTE devices. Licensed radios generally 
transmit on one Frequency and receive on another, thus they operate in full duplex mode using 
Frequency Division Duplex (FDD). 4G Cellular and LTE use FDD for voice. Most unlicensed radios 
(including WiMax) operate in Time Division Duplex mode (TDD) for data transmission, requiring precise 
timing and synchronization.  4G Cellular and LTE technologies are being replaced by 5G technology 
which has higher data rate and lower latency.  The technology is suitable for SCADA and distribution 
applications.  However, more testing is required to determine suitability for protection application. 

Trunked radios designed for voice communication can’t be used for protection applications due to 
security concerns as well as delays/lack of full duplex associated with congestion. In addition, cellular 
and public (unlicensed) wireless channels suffer from noise, climatic factors (possible high loss due to 
atmospheric conditions especially in higher than 5 GHz range), delay, channel jitter (variable delay) and 
unwanted interference, all of which may/may not result in channel switching and security issues during 
data transfer as well as limitations in power. 

3.3.5. Narrow Band Radio 

Narrowband radios (radios operating on channels smaller than 25 kHz) have been used by utilities for 
SCADA applications with higher tolerance for timing jitter and on occasion for specific non-critical 
protection applications. Same is true for Cellular SCADA whereby telemetry data is sent to concentrator 
(hub) sites via cellular network and satellite channels, where terrestrial satellites are used. Both of these 
systems have only been used for utility SCADA applications. 
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3.3.6. Channel Service Unit (CSU)/Digital Service Unit (DSU) 

The Channel Service Unit /Data Service Unit (CSU/DSU) for short is two pieces of equipment combined in 
one. The CSU conditions the signal and connects to the carrier side of the network, while the DSU 
interfaces with the Data Terminal Equipment (DTE), a device which has data to send such as a bridge or 
a router. DSU/CSUs can be a standalone device or a card in a shelf. DSU/CSUs can have different rates 
from 1200 baud to 64 kb/s, to DS-1 and DS-3 (44.736 Mb/s) but the most prevalent is the 56 kb/s Digital 
Data Stream (DDS – an AT&T service offering of the past) equipment. DSU/CSUs are required to be 
synchronized to a higher accuracy clock at one end, while the far-end recovers its clock from data 
frames. 

3.3.7. Digital Power Line Carrier 

PLC systems can be divided into older analog and newer digital systems, whereby special modulation 
techniques (PSK or QAM) are used to pack many symbols (each representing several bits) in a trellis on 
to a small Frequency band. Like its analog counterpart, digital PLC is also prone to line noise and 
interference and special error correction techniques are used to improve performance.  

Broadband PLC (BPL) has been proposed for distribution lines (< 44 kV); it can transmit two way data up 
to 100 Mb/s in the 1.8 – 250 MHz range and for shorter distances. BPL can also be a source of radio 
interference. Though promising for many distribution and smart grid applications, BPL has not been 
endorsed by manufacturers. IEEE standards 1901-2010 have been written for BPL. 

3.4. Packet-Based Networks 

Nearly all wired and wireless systems can be adapted for IP based packet technology.  Asymmetry delay 
control should be implemented in the packet technology to manage and minimize the asymmetry of a 
parallel protection path using packet based telecom technologies.  POTN (Packet Optical Transport 
Network) can use both packet and TDM technologies to place multiple streams of traffic of different 
speeds on a DWDM fiber network. Packet-based microwave and narrowband IP radios are in current use 
by utilities for less critical applications. (Note: NS Power and others already use packet-based radios for 
critical applications such as teleprotection and SCADA.  This trend is expected to continue as the 
industry moves to packet-based networks.) 
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3.4.1. Multiprotocol Label Switching (MPLS)  

 

Figure 7 

Reference: TRA Course – Multiprotocol Label Switching (MPLS) Wide Area Networking 

“In an MPLS [RFC 3031] network, Figure 7, incoming packets are assigned a "label" by a label edge router 
(LER) and forwarded along a label switch path (LSP) where each label switch router (LSR) makes 
forwarding decisions based on the contents of the label. Label Switch Paths (LSPs) are established by 
network operators for reasons such as to guarantee a certain level of performance, to route around 
network congestion, or to create IP tunnels for network-based virtual private networks (VPN). LSPs are 
similar to circuit-switched paths in ATM or Frame Relay networks, except that they are not dependent 
on a particular Layer 2 technology. 

An LSP can be established that crosses multiple Layer 2 transports such as ATM, Frame Relay or 
Ethernet. Thus, one of the true promises of MPLS is the ability to create end-to-end circuits, with specific 
performance characteristics, across any type of transport medium, eliminating the need for overlay 
networks or Layer 2 only control mechanism.” (IECSA –EPRI – URL: http://www.ietf.org/rfc/rfc3031.txt) 

There are two main applications of MPLS; TE (Traffic Engineering) and TP (Transport Profile): 

• MPLS-TE works by discovering the network’s topology and available resources using a link-state 
protocol such as ISIS (Intermediate System to Intermediate System) or OSPF (Open Shortest 
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Path First). Enhanced versions of these protocols carry additional information valuable to TE 
such as available bandwidth. It then maps the traffic flows to a particular path based on the 
resources that the traffic flow requires and the available resources. MPLS TE builds 
unidirectional tunnels from a source to the destination in the form of LSPs, which are then used 
for forwarding traffic. Resource Reservation Protocol - Traffic Engineering (RSVP-TE) is an 
extension of the Resource Reservation Protocol (RSVP) for traffic engineering. It is used by 
MPLS-TE for the reservation of resources across an IP network.  
MPLS-TE is essential in the design of a robust and secure network for carrying real-time mission-
critical traffic such as Teleprotection and Remedial Action Schemes. 

• MPLS-TP can be seen as a subset of MPLS-TE and consists of a set of MPLS protocols that are 
being defined in IETF (For more information see: https://tools.ietf.org/html/rfc5921, 
https://tools.ietf.org/html/rfc5654 and https://tools.ietf.org/html/rfc6965). It is a simplified 
version of MPLS for transport networks with some of the MPLS functions turned off. MPLS-TP 
does not require MPLS control plane capabilities and enables the management plane to set up 
LSPs manually. Its OAM may operate without any IP layer functionalities. The essential features 
of MPLS-TP defined by IETF and ITU-T are: 

o MPLS forwarding plane with restrictions 
o PWE3 Pseudowire architecture 
o Control Plane: static or dynamic Generalized MPLS (G-MPLS) 
o Enhanced OAM functionality 
o OAM monitors and drives protection switching 
o Use of Generic Associated Channel (G-ACh) to support fault, configuration, accounting, 

performance, and security (FCAPS) functions 
o Multicasting is under further study 

MPLS-TP represents a new development in the larger MPLS protocol suite which can provide higher 
capacity, and higher resiliency in carrier-grade networks.  Currently it is mainly used by telecom service 
providers but utilities can deploy their own system using this technology.  

  

https://tools.ietf.org/html/rfc5921
https://tools.ietf.org/html/rfc5654
https://tools.ietf.org/html/rfc6965
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3.4.2. Ethernet and Carrier Ethernet 

Ethernet 

Ethernet is a LAN technology first developed by Xerox®, and refined by DEC and Intel (DIX). The access 
mechanism is Collision Sense Multiple Access with Collision Detection (CSMA/CD). Ethernet was 
standardized by the IEEE in the IEEE 802.3 standard. Today the term Ethernet includes 10, 100 (Fast), 
and 1000 (Gigabit) Mbps Ethernet technologies. Development of 10 Gbps Ethernet is in progress in the 
IEEE 802.3ae 10Gb/s Ethernet Task Force. Ethernet is the most common LAN technology with 88% of the 
installed base and 98% of all new purchases being Ethernet. 

Virtual Private LAN Service (VPLS): 
An L2 service that emulates LAN across an IP and an MPLS-enabled IP network, allowing standard 
Ethernet devices communicate with each other as if they were connected to a common LAN segment. 

Virtual Private Wire Service (VPWS): 
An L2 service that provides L2 point-to-point connectivity (e.g. Frame Relay DLCI, ATM VPI/VCI, point-to-
point Ethernet) across an IP and an MPLS-enabled IP network. 

IP-only L2 VPNs: 
An L2 service across an IP and an MPLS-enabled IP network, allowing standard IP devices to 
communicate with each other as if they were connected to a common LAN segment or a point-to-point 
circuit. 

(IECSA –EPRI – URL: http://standards.ieee.org/getieee802/802.3.html) 

Carrier Ethernet 

Despite its good features, Ethernet technology has some weakness that disqualifies it from carrier-grade 
quality. The connectionless nature, slow restoration and limited scalability are some of the challenges 
with using Ethernet. Constraints of the Local Area Network (LAN) made it difficult to extend to the 
Metropolitan Area Network (MAN) or Wide Area Network (WAN). 

To provide a way to connect customer endpoints through various service providers, IEEE, MEF and ITU-T 
developed a slew of ethernet standards around standardized services, scalability, reliability, quality of 
service (QOS) and service management. This led to the development of an adoptable carrier-grade 
Ethernet solution for Wide Area Networks (WANs) termed Carrier Ethernet. 

During a fault event, Carrier Ethernet, implemented over a ring topology/network utilizes path recovery 
via ITU-T’s G.8032 standardized protocol known as Ethernet Ring Protection Switching. This protocol 
offers sub-50 ms protection switching and restoration and prevents loops on the Ethernet layer 2 level. 
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There are hop count and distance limitations that need to be considered when planning large rings since 
having large rings with a high hop count can violate the sub-50 ms protection switching. 

When designing a utility backbone network using Carrier Ethernet, it is important to consider that the 
network will still require routing at the core and possibly the edge of the network. This is required to put 
a boundary on what could be very large broadcast domains that span the network. It is also important to 
consider the G.8032 limitations of selected nodes and the number of rings they can participate in as 
each ring will require G.8032 sessions. These are general considerations that should be accounted for up 
front in the network design. 

The table below outlines the differences between Ethernet and Carrier Ethernet (CE) 

ATTRIBUTE ETHERNET CARRIER ETHERNET 

Standard Based 
Services 

NONE MEF 6.2/ MEF 51/ MEF 33 

Scalability YES YES 

Reliability Enterprise Class Equipment Network Operator Class 
Equipment 

Service Management Limited (Some Fault Management) Comprehensive (Performance 
Management) 

Quality of Service Limited Standard and Interoperable 
(Across multiple domains) 

 

• Standards Based Services result in predictable and repeatable use of CE. CE is built on IEEE 
standards to define physical details such as line rates, encodings, and packet sizes, and MEF 
standards that define the services and their attributes. 

• Scalability supports services for a large variety of uses (business, residential, mobile) over long 
distances that stretch beyond the LAN—at increasingly faster data rates. 

• Reliability means the network can detect and recover from failures and meet the most 
demanding availability requirements. 

• Service management provides the capability to visualize the infrastructure, roll out services, 
diagnose problem areas, and carry out the day-to-day management of a network. 

• Quality of service enables a wide range of performance metrics required to fulfill Service-Level 
Agreements (SLAs), including applications such as voice, video, data, and mobile services. 
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(https://www.ciena.com/insights/what-is/What-is-Carrier-Ethernet.html,   
https://www.ciena.com/insights/articles/Ethernet-vs-Carrier-Ethernet-The-New-Network-Party-
Line_prx.html) 

For a utility to use carrier Ethernet for a backbone network for relay transport specific aspects of 
network design should be accounted for. This includes G.8032 ring protection engineered for sub-50 ms 
protection switching and quality of service settings to prioritize relay if congestion is present on the 
network. 

One aspect to consider is low-speed interface support for relay channels. Two common choices are RS-
232 and C37.94. Currently there is no standard support for TDM channels over Carrier Ethernet. This 
function will likely need to be performed in some sort of access device like a channel bank with Ethernet 
output. These additional devices will likely be managed separately from the Carrier Ethernet nodes and 
managed as a separate device. Managing an end-to-end connection then requires looking at two 
separate networks, the Carrier Ethernet and the access node. The additional node will require additional 
power draw at a substation site as well as rack space. 

Carrier Ethernet compared to other common communications protocols with respect to relay protection 
transport: 

ATTRIBUTE IP/MPLS CARRIER ETHERNET MPLS-TP 

Path Engineering YES – RSVP-TE YES – G.8032 rings YES – Defined paths 

Quality of Service YES YES YES 

Sub-50 ms path 
switching 

YES – RSVP-TE YES – G.8032 rings YES – BFD sessions 

Hitless switching YES – Vendor- specific 
implementations for 
hitless are available 

NO YES – Vendor-specific 
implementations for 
hitless are available 

Non-routable Relay 
Channels 

YES YES – Dependent on 
access node 

YES 

 

  

https://www.ciena.com/insights/what-is/What-is-Carrier-Ethernet.html
https://www.ciena.com/insights/articles/Ethernet-vs-Carrier-Ethernet-The-New-Network-Party-Line_prx.html
https://www.ciena.com/insights/articles/Ethernet-vs-Carrier-Ethernet-The-New-Network-Party-Line_prx.html
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3.4.3. Optical Transport Network (OTN) 

ITU-T defines an Optical Transport Network (OTN) as a set of Optical Network Elements (ONE) 
connected by optical fiber links, able to provide functionality of transport, multiplexing, switching, 
management, supervision and survivability of optical channels carrying client signals.[1] An ONE may Re-
time, Re-Amplify, Re-shape (3R) but it does not have to be 3R – it can be purely photonic. OTN was 
designed to provide support for optical networking using wavelength-division multiplexing (WDM) 
unlike its predecessor SONET/SDH. The OTN signals at all data-rates have the same frame structure but 
the frame period reduces as the data-rate increases. As a result, the Time-Slot Interchange (TSI) 
technique of implementing SONET/SDH switch fabrics is not directly applicable to OTN switch fabrics. 
OTN switch fabrics are typically implemented using Packet Switch Fabrics. 

ITU-T Recommendation G.709 is commonly called Optical Transport Network (OTN) (also called digital 
wrapper technology or optical channel wrapper). 

(https://www.itu.int/ITU-T/studygroups/com15/otn/OTNtutorial.pdf) 

3.4.4. Leased Ethernet and Packet Services 

Service providers are rapidly phasing out legacy TDM leased circuits. These are now being replaced by 
several different leased packet-based services, such as: 

• Layer 3 service (MPLS/IP-VPN) 
• Layer 2 service (Ethernet) 
• Private line (64 kbps to 44 Mbps) 
• Wavelengths (increments up to 100 Gbps) 
• Dark Fiber 

There are several important service characteristics to consider in choosing one of these options: 

• Speed and type of interfaces used 
• Committed information rate (CIR) 
• Peak information rate (PIR) 
• Maximum latency (in µs) 
• Maximum asymmetry (in µs) 
• Availability of trunk mode (IEEE 802.1Q) 
• Maximum transmission unit (MTU) 
• Maximum packet delay variation (PDV) 
• Maximum packet loss (%) 
• Service availability (%) 
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• Type of IP traffic supported: unicast, multicast, broadcast 
• Classes of service available (QoS) 
• Security 

An alternative to leased services is optical fiber cable partnerships in which a utility and a service 
provider agree to share an optical fiber cable. The partners will agree on the terms on which the cable 
will be maintained and serviced. The advantage of owning fibers is that the utility will have access to all 
the capacity available on those fibers and also have full visibility on this section of its network.  This is 
similar to leased dark fiber and gives the utility more control over the fiber cable maintenance and 
physical path.  

3.5. Migration Strategy from TDM to Packet-Based Systems (Leased or Owned) 

There have been two major shifts in the leased services provided by the phone carriers that have 
impacted utilities who have leased teleprotection circuits in use. One shift is that the phone carriers 
have been steadily upgrading their telecom infrastructure (i.e. Wire Centers and copper cables that 
serve each of these wire centers) from copper to fiber. The other shift is that the telecom industry has 
been moving from Time Division Multiplexing (TDM) Networks and technologies to Packet-Based 
Networks and Technologies. When these conversions take place, for teleprotection circuits, the phone 
companies stop providing any circuits or services less than an equivalent DS-1 and they cannot 
guarantee latency in the millisecond range. Phone companies currently do not have a readily migration 
path that would meet the more stringent requirements for leased teleprotection circuits. Furthermore, 
in many areas, new leased analog or 56 Kbps circuits are no longer available. It seems that at this point 
in time, the best option for utilities for replacing existing or implementing new leased teleprotection 
circuits is to build out their private microwave and/or fiber optic communications network. 

4.0 PROTOCOLS AND INTERFACES USED BY UTILITIES 

Various protocols are used by electric utilities for teleprotection, SCADA, and other protection and 
control related functions. The following sections describe some of the most common protocols currently 
used by electric utilities. 

4.1. IEC61850 (MMS, GOOSE) 

Working Group 10 focuses on communications within substations, as opposed to distributed 
Telecontrol, which was the focus of Working Group 3, or communications between control centers, as in 
Working Group 7. Communications within the substation was divided into three levels: station, process, 
and unit. Initially each Working Group handled a different part of the architecture, but in later years 
they formed joint task forces to address mutual issues. The initial specifications focused on a “top-
down” approach, characterizing the interactions between substation components at a requirements 
level: 
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• 61850-1 Introduction and Overview 
• 61850-2 Glossary 
• 61850-3 General Requirements 
• 61850-4 System and Product Management 
• 61850-5 Communications Requirements 
• 61850-6 Substation Configuration Language 

The following standards were subsequently added: 

• 61850-7-1 Principles and Models 
• 61850-7-2 Abstract Communications Service Interface 
• 61850-7-3 Common Data Classes (Object Models) 
• 61850-7-4 Compatible Logical Node Classes and Data Classes (Object Models) 

Most of the IEC 61850 specifications describe the protocol in a very abstract manner, and only the last 
parts of the standard describe “Specific Communication Service Mapping” onto a particular set of 
protocols. The initial protocol profiles for IEC 61850 are nearly identical to those developed for IEC 
60870-6 (TASE.2) between substations, using the Manufacturing Message Specification (MMS) and both 
Internet and OSI protocol stacks. These are mainly full 7-layer profiles, but there are also high-speed 
profiles used directly over Ethernet (IEEE 802.x) LANs for “process bus” and protection tripping.  

GOOSE and GSE define a high-speed Ethernet-based protocol to be used for communications between 
protection devices. They are defined in Part 7-2. 

The Goose and GSE services are used for fast multicast communication between a publisher and one or 
more subscribers. The abstract services are used for such operations as (for example) protection event 
notification. 

(IECSA – EPRI – IEC61850 – Substation Automation Communications) 

4.2. IEEE C37.94 

This Standard describes the communication interconnection details for directly connecting digital relays 
into digital multiplexers via a pair of fiber optic fibers. The variable "N" (where N = 1,2...12) describes a 
multiple of 64 kilobit per second connections at which the communication link is to operate (from 
64,000 bps up to 768,000 bps). Requirements for both physical connection and the communications 
timing are also included. Primary applications include digital current differential relay communications 
and substation to substation relay communications.  

(IECSA –EPRI – Standard for N x 64 kbps Optical Fiber Interfaces between Teleprotection and Multiplexer 
Equipment – URL: https://standards.ieee.org/) 

https://standards.ieee.org/
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4.3. Propriety Protocols 

There are also a number of propriety protocols that are in used by manufacturers in order to improve 
the reliability of communication systems between their devices.   

5.0 TIME SYNCHRONIZATION REQUIREMENTS AND DESIGN CONSIDERATIONS  

On the LAN side, the term “Synchronization” means different things to different applications. Some 
applications such as IEDscommunicating over a local area network require high resolution 
synchronization of time in the sub microsecond range (IEEE 1588 Power Profile (Reference: IEEE 
C37.238-2017)), while others require lower accuracy clocks for time-stamped data as afforded by 
Network Time Protocol (NTP).  Examples of systems using the latest version of IEEE 1588 PTP on the LAN 
side are protection IEDs, Digital Fault recorders, Synchrophasor and IEC 61850 process bus. PTP supports 
system-wide synchronization accuracy in the sub-microsecond range with minimal network and local 
clock computing resources. The default behavior of the protocol will allow simple systems to be installed 
and operated without requiring the administrative attention of users. [IECSA - EPRI]. 

On the WAN side, the telecom domain refers to network “synchronization” to mean Frequency 
synchronization and Frequency traceability to within 1x10e-11 of a reference atomic clock. In a 
SONET/SDH TDM network, transmit and receive data streams must be very close in Frequency - with 
little to no buffering allowed, hence the need for Frequency synchronization. The desirable effect of 
synchronization on SONET/SDH or other TDM networks was Deterministic delay (to within a tolerance) 
within the network, making them suitable for teleprotection applications. The consequences of 
improper synchronization in SONET/SDH networks often shows at the interface points with other 
networks (of better Frequency traceability) as the transmit and receive clocks differ in exact rate, some 
of which compensated through a process of pointer adjustments at VT rates, but beyond that can lead 
to slips which can be as annoying as clicks and pops on a voice channel (carried over SONET/SDH 
backbone) or complete loss of data frame which can lead to false trips. A poorly synchronized 
SONET/SDH network shows higher jitter on its tributary rates. 

Packet networks, on the other hand, don’t require the same level of Frequency synchronization as their 
legacy SONET/TDM counterparts. Packets arrive and data is buffered, resulting in non-Deterministic 
delay through the network. The exception, however, is when Circuit Emulation Services (CES) are carried 
over a packet network. Deployment of Circuit Emulation Services cannot be successful without proper 
network synchronization. Many current teleprotection schemes with legacy interfaces - in particular 
G.703 and C37.94 - require the use of Circuit Emulation Services. CES require disciplined network 
synchronization for clean, error free, operation, just as the TDM networks they replace. Conversely, 
network synchronization is not required if circuit emulation is not used on the packet network. New 
packet-based transport equipment (microwave radio and fiber optic) may not support synchronization 
distribution within their Layer-1 protocols, forcing usage of Layer-2 and Layer-3 protocols such as the 
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latest version of IEEE 1588 - Precision Time Protocol – PTP Telecom Profile. [Reference: Protection, 
Automation and Control World (Pacworld) Magazine 2015] 

The latest version of IEEE 1588 PTP, Power and Telecom Profiles enable heterogeneous systems that 
include clocks of various inherent precision, resolution and stability to synchronize. PTP requires several 
components to achieve distributed synchronization. These are, in the WAN and LAN environments:   

• Grand Master Clock: Often synchronized to GPS source in order to ensure high accuracy. It 
generates the clock reference timing for master clocks which synchronize their individual 
domains. 

• Master Clock: The device/timing source from which all timing is derived for a given 
synchronization domain. If there is only one synchronization domain, master clock becomes 
grand master clock. 

• PTP Domain: A logical group of elements which get their timing signal from a single master 
clock. 

• Transparent Clock (IEEE 1588): Built into a network switch and allows forwarding of timing 
packets forward time synchronization packets from the master to slave without adding time 
inaccuracy.  (In the LAN Power Profile) 

• Boundary Clock: Has multiple network connections and can accurately synchronize one network 
segment to another.  (In the WAN Telecom Profile) 

• Ordinary Slave Clock: PTP clock which is at the end device (switch or router) or IED and receives 
the clock from higher level. 

In the Power Profile, when computing the offset and mean propagation times between the master clock 
and slave clock with a packet based network in the middle, the intervening switches must also add Peer 
Delay measurements so that the proper offset between the master and slave take into consideration the 
delay of the data through the network. This becomes an issue if the backbone packet network is open to 
switching of individual packets in order to police traffic or compensate for congestion. 

Despite changes in synchronization technology and transition to packet-based networks, the goal 
remains the same - to provide stable synchronization references in the support of clean, error-free, 
circuit emulation services. [Reference: Protection, Automation and Control World (Pacworld) Magazine 
2015] 

IEEE 1646-2004: IEEE Standard Communication Delivery Time Performance Requirements for Electric 
Power Substation Automation defines substation communication timing performance requirements for 
all power system protection functions.  Refer to  Table 5 for substation communication timing 
performance requirements for various power system protection functions.    . A robust synchronization 
plan is of paramount importance to their successful operation.  
(https://ieeexplore.ieee.org/document/1405811) 

https://ieeexplore.ieee.org/document/1405811
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Table 5 - Substation communication timing performance requirements (Part 1)  
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Table 5 -  Substation communication timing performance requirements (Part 2) 
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6.0 BEST DESIGN PRATICES 

6.1. Grounding 

Proper grounding, bonding and shielding are required for the safe and reliable operation of 
telecommunications equipment. Following accepted standards will help to reduce noise and provide 
protection against power system faults and lightning strikes. 

6.1.1  Suggested Grounding Standards for reference IEEE-80 to provide guidance and 
information pertinent to safe grounding practices in ac substation design. 

 
6.1.2 IEEE Std 142-1991, also known as the IEEE Green Book, covers some of the practical 

aspects of grounding, such as equipment grounding, cable routing to avoid induced 
ground currents, cable sheath grounding, static and lightning protection, indoor 
installations, etc. 
 

6.2. DC Power 

The design of Telecom system DC power plant - regardless of telecom transmission technology used - 
shall be based on the criteria that loss of power to network element(s) can lead to an undesirable failure 
condition affecting all protection circuits/services dropping and transiting through the site. Traditionally 
Telecom equipment is powered by -48Vdc battery banks.  DC to DC converters can be used to convert 
125V/250V substation battery to -48Vdc if required. Other voltages are acceptable provided the same 
design principals, as described below, are applied. 

Telecom DC power plants shall be allowed to be cross-fed (i.e. in an emergency “A” battery can provide 
full load to all telecom equipment).  

According to NPCC D4 requirements, DC supplies associated with protection shall be 
designed to have a high degree of dependability as follows: 
 

1.  No single battery or DC power supply failure shall prevent both independent protection 
groups from performing the intended function. Each battery shall be provided with its 
own charger. Physical separation shall be maintained between the two station batteries or 
DC power supplies used to supply the independent protection groups.  

2.  Each station battery shall have sufficient capacity to permit operation of the station, in 
the event of a loss of its battery charger or the ac supply source, for the period of time 
necessary to transfer the load to the other station battery or re-establish the supply 
source. Each station battery and its associated charger shall have enough capacity to 
supply the total DC load of the station.  
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3.  A transfer arrangement shall be provided to permit connecting the total load to either 
station battery without creating areas where, prior to failure of either a station battery or 
a charger, a single event can disable both DC supplies.  

4.  The battery chargers and all DC circuits shall be protected against short circuits. All 
protective devices shall be coordinated to minimize the number of DC circuits interrupted.  
 
5.  DC systems shall be continuously monitored and annunciated to detect abnormal 
voltage levels (both high and low), DC grounds, and loss of ac to the battery chargers, in 
order to allow prompt attention by the appropriate operating authorities.  

6.  Protection group DC sources shall be continuously monitored to detect loss of voltage 
in order to allow prompt attention by the appropriate operating authorities.  

6.3. Noise Immunity 

All equipment must meet FCC Part 15 and Industry Canada emission requirements. 

6.4. Environmental Specifications 

All communication devices installed within substation boundaries and connected to station ground grid 
shall meet the environmental specifications set forth in IEEE Standard 1613 -2009 and 1613.1 -2013 
“IEEE Standard Environmental and Testing Requirements for Communications Networking Devices 
Installed in Transmission and Distribution Facilities.” With respect to: 

• Operating Temperature 
• Relative Humidity 
• Electrical Isolation 
• Electrostatic Discharge 
• Electromagnetic Interference (radiated) 
• EMI Susceptibility/Emission Immunity 

Equipment installed outside substation boundaries, with grounds that are not connected to substation 
ground, but that are within the station zone of influence as defined in IEEE 367 or IEEE 487-2015 shall 
meet the less stringent class B requirements of IEEE 1613-2009. 

All Equipment installed outdoors (including devices installed inside cabinets) shall meet the following 
additional requirements: 

• Operate at ambient temperatures within the range of -30 °C to +55 °C. 
• Withstand ambient operating temperatures within the range of -40 °C to +50 °C. 
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• Withstand temperatures within the range of -40 °C to +70 °C during transport, storage and 
installation. 

• Withstand an average relative humidity up to 55%, with excursions up to 95% for a maximum of 
96 h, without internal condensation. 

• IEC 61000-4-29 - Voltage dips and interruption 

For Reference, some relevant IEEE 1613 parameters for equipment within substation boundaries with 
respect to Surge Withstand and Noise are: 

• IEEE 1613-2009 - Damped Oscillatory Surge Withstand @ 2.5kV in common mode and 
transverse mode 

• IEEE 1613-2009 - Electrical Fast Transient Surge Withstand @ 4kV in common mode and 
transverse mode 

• IEEE 1613-2009 - Radiated Immunity (35V/m, 80Mhz -1GHz, Frequency sweep/step, Frequency 
keying and spot Frequency tests) 

• IEEE 1613-2009 - Electrical Discharge (2kV,4kV,8kV contact discharge, 4kV,8kV,15kV air 
discharge) 

• IEEE 1613-2009 - Dielectric Power Frequency 2 kV rms or 2.8 kVdc 
• IEEE 6113-2009 - Impulse Voltage Withstand 5kV or 4.5kV 

7.0 NETWORK MANAGEMENT, MAINTENANCE, AND TESTING 

Telecommunication circuits and equipment require regular testing and maintenance to ensure they 
meet reliability, availability and performance requirements to support the electric grid. A failure of any 
circuit or telecom equipment can significantly compromise the stability of the electric grid and in some 
cases, lead to destruction of lives and property. 

Several maintenance programs are used by utilities today to support the electric grid. They include fault 
finding based techniques, time directed techniques or run to failure techniques. These techniques are 
grouped under preventive or corrective maintenance. Preventive maintenance involves doing periodic 
checks or using active monitoring; while corrective maintenance involves fixing known defects, which 
occur as a result of day to day operations. Doing a yearly frequency and power level check on microwave 
radios is an example of a preventive maintenance operation. 

Testing of equipment and circuits helps to ensure they meet both the manufacturer’s specifications and 
the network design. Testing is recommended for all network elements and circuits prior to 
commissioning and integration into a live network; as well as being part of regular maintenance 
activities. 
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7.1. Network Management and Alarms Monitoring 

Alarm reporting and monitoring can be thought of as two separate systems with many interactions. An 
operator receiving an alarm from a telecom system can utilize a monitoring system to further probe the 
cause. Monitored parameters can also be used to trigger alarms based on pre-determined thresholds, or 
to help troubleshoot non-service affecting performance issues. For example, bit error rates in the range 
of 1E-10 may not cause problems for a packet-based network necessitating alarm generation but will 
result in frequent packet re-send and delays on the network. 

The goal of alarm and monitoring systems is to provide maximum visibility of the telecom/protection 
network without overwhelming the operator. Categories of alarms have been defined in order of 
importance as follows: 

• Critical (service impacting equipment failure, requiring immediate action) 
• Major (equipment failure affecting redundancy or non-critical traffic) 
• Minor (performance degradation or other non-failure equipment issue) 
• Warnings or Info Messages 

Telecom alarms are usually reported to a Telecom Network Management System (TNMS) which is 
separate from the power system Network Management System (NMS). Communications alarms 
impacting teleprotection, protection or SCADA, as well as critical site alarms such as door and fire alarms 
have traditionally been reported to the power system (NMS) via the SCADA system.  

Telecom monitored parameters are often solicited through inquiries into the individual 
systems/equipment. For example, a Signal Degradation Major alarm is received at TNMS and the 
operators log into the multiplexer to query laser TX output or RX signal levels at the optical cards.  

Below Table 6 lists some of the more common alarms encountered in a TDM or Packet-based Telecom 
network and Table 7 shows some of the important parameters to monitor in a packet-based network. 
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Table 6 – Common Telecom Alarms 

 

  

Parameter Definition Comment 
Loss of Signal (LOS) Loss of Optical or Electrical line signal 

causing interruption in communication 
Critical, Service Affecting 

Out of Frame Error in overhead A1, A2 bytes for 4 
consecutive frames. Clears when 2 good 
frames received. 

 

Loss of Frame (LOF) Error in overhead A1, A2 bytes for 24 
consecutive frames. Clears when 24 
good frames received. 

 

Signal Degrade (SD) Signal exceeds a given BER threshold  
Bipolar Violation (BPV) Bipolar violation encountered in coding. 

Physical layer error 
Common to all digital 
Hierarchy 

Code Violation (CV) Code violation. Physical layer error. Common to all digital 
Hierarchy 

Alarm Indication Signal (AIS) AIS signal indicates there is alarm 
condition higher up or at remote 

 

Trace Identifier Mismatch (TIM) The SONET payload can’t be identified 
correctly 

 

Loss of Pointer (LOP) Synchronization Issue/error – Can’t 
compensate for clock Frequency 
differences anymore.  

 

Comm. Failure Teleprotection equipment has 
encountered a condition whereby 
continued communication is no longer 
possible.  

Teleprotection – not 
passed to telecom NMS 
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Table 7 – Parameters to Monitor in a Packet-Based Network 

 

Table 8 - IEC 61850-90-12 Classification of WAN Communication Requirements 

 

7.2. Preventative Maintenance 

7.2.1. Batteries and Charger Systems 

Batteries and chargers play an important role in ensuring the availability and reliability of the telecom 
network.  

Active monitoring is required as laid out in NPCC D4, section 5.8.5: 

Parameter Definition Comment 
End-to-end Latency (Frame Delay) Time for a packet to travel between 

two designated end-points 
MEF23.1 Class of Service 
Parameter 

Jitter (Inter-Frame Delay 
Variation or Packet Delay 
Variation (PDV)) 

The variation in latency, measured as 
the variability over time of the end-to-
end delay across a network 

MEF23.1 Class of Service 
Parameter 

Frame Loss Ratio (FLR) Represents the ratio of lost Service 
Frames to the total number of sent 
Service Frames, expressed as a 
percentage. 

MEF23.1 Class of Service 
Parameter 

Packet Loss Rate Measured as a ratio of the number of 
packets lost to the number of packets 
sent. 

 

Timing Accuracy 
(Synchronization) 

This is the accuracy of the device clock 
relative to UTC time. Synchronization 
of Telecom systems is required to 
achieve maximum timing accuracy. 

A frequency source should 
be provided to all telecom 
equipment from a master 
clock with Stratum-1 
quality.   
IEEE 1588-2019 

WAN Requirement Class WA Class WB Class WC Class WD 
Application Field EHV (Extra High 

Voltage) 
HV (High Voltage) MV (Medium Voltage) General Purpose 

Latency 5ms 10ms 100ms > 100ms 
Jitter 10us 100us 1ms 10ms 
Latency Asymmetry 100us 1ms 10ms 100ms 
Time Accuracy 1us 10us 100us 10 to 100ms 
Bit Error Rate 10-7 to 10-6 10-5 to 10-4 10-3  
Unavailability 10-7 to 10-6 10-5 to 10-6 10-3  
Recovery Delay Zero 50ms 5s 50s 
Cyber Security Extremely High High Medium Medium 
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“DC systems shall be continuously monitored and annunciated to detect abnormal voltage levels 
(both high and low), DC grounds, and loss of ac to the battery chargers, in order to allow prompt 
attention by the appropriate operating authorities.”  

Batteries and chargers should be maintained according to the requirements of PRC-005.   

7.2.2. Backup Generator for Radio Sites 

Generators should have a full maintenance completed bi-annually and should also be exercised on a 
regular basis; either weekly or monthly. Generator activities, such as routine maintenance and any 
activities such as a failed generator start must be recorded and tracked. 

7.2.3. Digital or Packet Based Microwave Network 

Maintenance of Microwave Radio systems should be performed on an annual basis, and should include 
a check of the system RSSI, any available traffic statistics, firmware versions and active alarms as well as 
any specific manufacturer recommended activities. Additionally, frequency and power are required to 
be checked annually. In most modern radios, these parameters are monitored and alarmed 

7.2.4. Tower/Antenna/Waveguide inspection 

Regularly scheduled inspections for communications towers, antennas and cables are required by both 
IC and the FCC, note that the FCC requires annual inspections. Tower lights shall be inspected at least 
quarterly. Tower inspections are usually annual or bi-annual, depending on the site. Typical inspection 
reports look at anchors, bolts, feedline clamps, connectors, mechanical mountings, couplings into feed 
horns, etc. Refer to “CSA S37-18 Antennas, Towers, and Antenna-Supporting Structures” for more 
information on Canadian requirements. 

7.2.5. Fiber Optic Networks 

Backups must be done at least once a month on transport equipment. Fiber levels should be checked 
during maintenance if not actively monitored. 

7.3. Testing Recommendations 

7.3.1. Signal Testing 

Signal testing ensures end to end connectivity between circuits. It also ensures that signal losses are not 
beyond a set threshold, which could degrade a signal. This can include loopback testing for copper 
cables or ping tests and traceroutes for Ethernet circuits. 

7.3.2. Bit Error Rate (BER) 

Bit error rate (BER) is defined as the rate at which errors occur in a communications/transmission 
system. This can be calculated as follows:  
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BER = number of error bits / total number of bits sent 

If the medium between the transmitter and receiver is good and the SNR (signal to noise ratio) is high, 
then the bit error rate BER will be very small with negligible effect on the overall system. For fiber optic 
systems, bit errors mainly result from imperfections in the components used to establish the link. These 
are essentially the optical driver, receiver, connectors and the optical fiber itself. 

(https://ieeexplore.ieee.org/document/6959137) 

7.3.3. Fiber OTDR Testing 

Optical Time-Domain Reflectomer (OTDR) testing is mainly used for fiber optics testing. The OTDR sends 
a pulse wave down the fiber optic cable and expects a return which creates a display on the OTDR. This 
display is known as a trace or signature. “OTDRing” fiber cables provide a benchmark for what a good 
fiber receive level/trace should look like. 

7.3.4. Card and Equipment Testing 

Prior to deployment, all individual cards and equipment should be tested. It is important to test all cards 
individually to ensure network and equipment redundancy in the event of an emergency, such as a card 
failure, or network expansion. These tests can include power level tests, port testing and data testing. 

7.4. Performance Monitoring 

To ensure the proper operation of Telecom systems, performance monitoring techniques can be used to 
measure specific technical parameters and compare them against performance objectives. Performance 
data, is generally measured and monitored by the telecom device itself and stored in a management 
information base (MIB) that can be retrieved by a remote monitoring platform for example through an 
SNMP GET(value). 

Monitoring of device performance allows early detection of issues, and the opportunity for resolution 
before impacting traffic. Performance monitoring parameters and techniques are different for TDM and 
Packet-based networks. 

• For TDM systems Performance Monitoring is mainly based on error measurements. Monitoring 
data is incorporated into the continuous data stream allowing collection of error information 
and estimation of error performance parameters (errored seconds, degraded minutes, etc.). 
This allows issues such as the degradation of a radio link to be monitored and potentially 
responded to prior to actual failure.  

• For Packet-based networks, performance depends on the load of the network and on the 
routing of the packets across the network. Performance monitoring is therefore critical for time-
sensitive operational applications. The most significant parameters to monitor, as discussed in 
previous sections, are packet delay (latency), delay variations, and packet loss.  
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For packet-switched communication there is no continuous traffic flow (unlike TDM) to be used 
for implicit monitoring of performance. Operation, Administration, and Maintenance (OAM) 
mechanisms, such as Bidirectional Forwarding Detection (BFD), can be used to overcome this 
issue. These OAM mechanisms have been designed into Carrier-grade Ethernet and are reused 
in MPLS and MPLS-TP enabling the operator to detect faults and measure performance. The 
packet switching nodes maintain performance counters in their MIB which can be collected by a 
monitoring platform and compressed for report generation over long periods of time. 

 

8.0 TELECOMMUNICATION AVAILABILITY/DEPENDABILITY 

The NPCC Telecommunications for BPS Protection SP-4 report of 1992 began with the requirement that 
teleprotection systems should not cause more than one inter-Area disturbance in 100 years.  An inter-
Area disturbance is an inter-Area instability caused by an uncleared fault or a slow clearing on an HV line 
which is considered part of the BPS.   The report then used a fault tree analysis to demonstrate that this 
requires each teleprotection system to have an overall availability of not less than 0.99999 or 99.999% 
availability.  This is equivalent to a teleprotection system outage lasting approximately 5 minutes per 
year. 

Teleprotection systems for BPS require two protection system groups and each protection group 
requires a separate teleprotection channel over separate telecommunication systems with physical and 
route diversity as detailed in NPCC Directory 4 Teleprotection Criteria.  This is typically referred to as “A” 
and “B” teleprotection and telecom systems.   The overall availability of the teleprotection system in the 
SP-4 report refers to the overall availability of the two protection system groups and associated 
teleprotection channels and telecom systems.  The report showed several example case studies where 
the 0.99999 overall availability was achieved by having two separate teleprotection channels and 
telecom systems with lower individual availability numbers.   

The availability of a teleprotection system is a measure of dependability.  Dependability for a 
teleprotection system means the ability to issue a valid command in the presense of noise and/or 
interference.  The dependability of a teleprotection system is primarily affected by availability of the 
telecom system and other elements.  Therefore, the availability of a system can be used as the principle 
measure of performance. 

The other important consideration for a teleprotection system is security.  Security is the ability to 
prevent interference and noise from generating a command state at the receiving end when no 
command signal is transmitted.   

According to IEC 60834-1 standard, dependability and security of a Teleprotection / telecom system 
serving a protection function is defined as follows: 
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Telecom/Teleprotection dependability – probability of missed command, regardless of communication 
media, shall be less than 1x10-10  

Telecom/Teleprotection security –probability of unwanted trip, regardless of communication media, 
shall be less than 1x10-10  

9.0 CYBER AND PHYSICAL RESILIENCY 

Regardless of the technology, the provider should demonstrate the technical details and management 
process on how the solution provides adequate physical and electronic security perimeters and 
compliance with the latest NERC Critical Infrastructure Protection (CIP) standards. 

Physical cyber security and electronic cyber security are separate topics and are beyond the scope of 
this document. 
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11.0 APPENDIX A - WIRED AND WIRELESS TRANSMISSION MEDIA AND THEIR 
CHARACTERISTICS 

Table I-1 - Wired and Wireless Transmission Media and their Characteristics 

Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

Pilot Wire on 
Copper wires 

Point-to-point 
Copper pairs 
directly used for 
pilot wire 

< 4 kHz 
range 

Low,  
10 us/km 
< 1 ms 

low latency 
 

Susceptible to noise 
Dedicated infrastructure to 
maintain, 
vulnerable to cable cuts 
Requires HVP at substation 
 
Susceptible to single point of 
failure 
 

< 1 ms if same 
route 

Leased 4-Wire 
Analog Circuits 

4-wire telecom 
company (Telco) 
circuits 
conforming to 
S4T4 
specification 

300 Hz – 
3400 Hz 

TDM-based 
Deterministic. 
delay 
 
Low, < 1 ms 

Low latency, 
Was available from 
Telcos in the past 
Works well with 
distance schemes 

Susceptible to noise, cable cuts, 
Central office failures, GPR 
Requires HVP at substation 

< 1 ms if same 
route 

Leased 56/64 kb/s 
Digital Circuits 
(also known as 
DDS in the US) 

Leased 64 
kb/s(clear 
channel) or 
56kb/s (robbed 
bit) Digital Data 
Stream (DDS) 

64 kb/s TDM-based 
Deterministic. 
delay 
 
Low 
 < 5 ms 

TDM-based 
Low latency 
Offered by Telco as 
replace for analog 
May disappear in favor 
of IP/Packet  

Requires DSU/CSU 
at both ends 
More Susceptible to noise, EMI 
than analog counterpart since 
wider BW is used 

< 1 ms if same 
route used in 
Telco ntwk 

Leased nx64 Fractional T1 or 
Full T1 leased 

N x 64 (n:1-
24): 
64 kb/s – 
1.544 Mb/s 

TDM-based 
Deterministic. 
delay 
 
Low 
< 5 ms 

 
Low latency 
Offered as higher BW 
replace for analog/DDS 
CPE devices can be 
utility hardened T1 
mux  
May disappear in favor 
of IP/Packet 

More expensive 
Site must be close to Telco 
facility or fiber is used -costly 

< 1 ms if same 
route used in 
Telco network. 
 
 

HDSL/ 
ADSL 
/xDSL 

DSL Last mile 
solution from 
Telco 
 
TDM on local 
loop, could have 
CO-CO packet-
based 
connectivity 

TDM on 
local loop 
1.5Mb/s: 
HDSL 
6 Mb/s 
Asymmetry: 
ADSL 
15-100 
Mb/s 
Asym: 
VDSL 

Last mile 
solution 
 
Low, < 5 ms 
Depends on CO-
CO comm 

Technology designed 
for last mile 
 
Being replaced by fiber 
to the home.  
 
 
 

Distance to CO limitations, 
asymmetric data rates 
(ADSL,VDSL) 
Unavailable during re-frame time 

Asymmetry 
 
Not suitable for 
Line Current 
Differential 
relaying 

Analog PLC RF equipment, 
line traps, line 
matching units 
and tone 
equipment.  
PLC operates in 
assigned, 
authorized 
frequency. 

Band Width 
(BW) is low 
Up to three 
VF (300-
3400 Hz) 
channels 
per 
frequency. 
 
Number of 
channels 

3.3 us/km prop 
on HV lines, 1.5 
ms/PLC 
terminal 

Low propagation Time, 
Mature tech. 
Utilize same line to 
protect,  
 
Less costly to deploy 
than other technology 

Susceptible to line noise,  
Increased attenuation may 
happen during fault, Susceptible 
to noise especially for long lines 
 
If line has many taps (gens), can 
get expensive 
Needs frequency coordination 
for interference-free  
Skill set retiring 

Low < 1ms 
 
Not used for LCD 
due to noise 
Susceptibility 
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Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

depends on 
interference 
 
 
 

Digital PLC Same as analog 
PLC, digital mod. 
Scheme and 
error correction 
used to pack 
few digital 
channels on 
same Frequency 
spectrum as 
analog 

BW is higher 
than analog 
 
Up to few 
64 kb/s 
channels 
 
Number of 
channels 
depends on 
interference 
 

3.3 us/km prop 
on HV lines,  
1.5 -2.5 ms/ 
PLC 
Terminal (added 
delay due to 
error 
correction) 

Low prop time 
Time, 
Mature tech. 
Utilize same line to 
protect,  
 

More Susceptible to line noise 
than analog due to digital 
constellation. Higher prop time 
than analog, but still low 
 
Increased attenuation may occur 
at time of fault 
 
Delays due to error correction 
If line has many taps (gens), can 
get expensive 
Needs c coordination for 
interference-free  
 

Low < 1 ms, 
 
Can be variable if 
noise affects one 
direction of 
transmission 

Broadband Power 
Line 
(BPL) 

Broadband 
Power line for 
distribution Line 

Frequency < 
100 MHz, 
Data rate: 
< 100 Mb/s 

Comparable to 
digital PLC 

Utilize existing facilities 
 

Source of interference on dist. 
lines 
 

Yes 

       
Direct Fiber 
 
Singlemode (SM) 
 
Multimode (MM) 

A pair of SM or 
MM fibers are 
used to connect 
relays end-to-
end 

SM: n x Tb/s 
 
MM:  
n x Gb/s 
depends on 
distance 

< 5 us/km 
propagation 
time in fiber 
 
Lowest latency 

Highest reliability 
 
Lowest end-to-end 
speed  
 
Cost of deployment is 
coming down 
 
 

Costly to install and operate 
 
 

Suited to LCD, 
Asymmetry Not an 
Issue 

Private T1 over 
Fiber 

Connect Private 
T1 multiplexers 
over dedicated 
fiber 

1.544 Mb/s Low latency 
 
< 5 us/km prop 
time in fiber 
 
< 125 us delay 
through T1 Mux 

Low cost if fiber is 
available 
 
Utility-hardened T1 
multiplexers available, 
support Add Drop. 
 
Low speed (T1) rings 
can be built. 
 
Can migrate to hybrid 
TDM/ 
packet based muxes 
 
Doesn’t require sync 
 
 

Fiber infrastructure cost 
 
Inefficient use of bandwidth 
 
Can’t be used for data-centric 
applications requiring higher 
rates 

Suited to LCD, 
Asymmetry Not an 
Issue 

Async or PDH 
Systems over 
Fiber 

Asynchronous 
or 
Plesiochronous 
systems running 
over a pair of 
dark fibers 
Asynchronous: 
Master-slave 
operation with 

TDM in 
nature 
 
Max line 
rate:  
n x DS3 
 
 
 

Low latency 
 
Deterministic 
 
< 5 us/km 
propagation 
time in fiber 
 

Didn’t require strict 
sync 
 
 
 

Obsolete systems now designed 
for telco CO-CO trunks 
 
Replaced by SONET/SDH 

Asymmetry 
 
Could have both 
paths defined 
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Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

Master 
providing Phase 
lock loop and 
internal 
oscillator 
 
Plesiochronous: 
Not as tightly 
Synchronized: 
 (+/- 50 ppm) as 
Sync or SONET 
(1e-11 accuracy 
and better than 
+/- 0.016 ppm 
Stratum 2) 
 
Rates per ANSI 
T1.107 and ITU 
G.703 

 
 
 

Delay thru 
Async mux as 
high as 250 us 

SONET Over Fiber Single 
wavelength 
SONET ring/line 
over a pair of 
fibers 
 
SDH is similar to 
SONET, but with 
different line 
rate (STM1-
STM..) 
and tributaries 
per ITU G.703 
 
Sync Stratum 1 
(1e-11 long term 
accuracy) 
 
 

TDM 
Max: n x 
51.84 Mb/s 
 
n:1..768 

Low latency 
< 5 us/km: fiber 
and max 250 
us/SONET 
terminal  
 
Deterministic 
delays 
 

SONET supports both 
ring switching (< 50 
ms) and line switching 
(error free) 
 
Most versatile, reliable 
solution 
 
Deterministic delay 
 
Multiple tributary rates 
 
Versatile and 
redundant eqpt means 
higher availability 
 
Low jitter and low BER 
(10e-12) possible 
 
 

SONET TDM is reaching its end of 
life (EOL) as a technology 
 
Newer OTN and POTN are 
replacing SONET technology 
 
Inefficient use of BW available on 
a single fiber 
 
Requires strict sync and sync 
network 
 
 
 
 

< 1.5 ms 
Asymmetry, 
Good choice for 
LCD 
 
 

POTN over 
DWDM and Fiber 

Both TDM and 
Packet based 
traffic 
supported 
initially on same 
platform.  

Very high 
 
Or 128 x 40 
Gb/s  

latency 
< 5 us/km: fiber 
and max 200 us/ 
POTN terminal  
 
Can be 
Deterministic  
 

Maximum fiber 
utilization with DWDM 
 
Support for both TDM 
and Packet in same 
platform 
 
Provides additional 
resiliency, monitoring 
and prot switching at 
multiple layers.  
Provides additional 
monitoring of optical 
channel.  

Costly infrastructure upgrade 
 
Lower tributaries required for 
protection not supported 
directly, still need TDM T1 or 
SONET mux to interface until 
switch to IP MPLS/ Ethernet 

< 1.5 ms 
 
Asymmetry, 
TDM Support,  
 
 

FTTH/ 
FTTC/ 
FTTN 

Multiple 
wavelengths 
and DWDM or 
TWDM schemes 
used for 
Fiber to Home/ 
Fiber to Curb/ 

Typical 1 
Gb/s/ 
λ / 
subscriber 
 

Low latency 
 
< 5-10 ms 
depend on 
scheme 

Low latency access 
technology 
 
Can be used as good 
last mile 
 

Requires deployment of fibers 
 
Vulnerable to issues affecting 
fiber systems 
 
Designed for typical home 
data/entertain applications 

Not tested 
 
Up/down rates 
are Asymmetry 
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Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

Fiber to the 
Node 
 
Packet-based 
Ethernet (G-
PON and GE-
PON) in PON 
implementation 
 
Ethernet in 
Point-to-point 
implementation 

G-PON/GE-
PON have 
more BW 
 
Asymmtery 
BW in G-
PON 

Being deployed by 
carriers 
 
Flexible in 
configuration. and 
lower cost component 

 
Designed for data applications, 
 
 
 

 
 

 

       
IP/Packet Based 
WANs 

Packet based 
technologies 
 
Two 
implementation
s being 
considered: 
 
IP/Ethenet 
 
IP/T-MPLS 
 
Support QOS 
and Class of 
Service (COS) 
 
CESoPTN  

10/100 
Mb/s  
1/10 GB/s 
Ethernet 
rates 
 
Future 40-
100 Gb/s 

Non-
Deterministic  
Delays 
 
Exact delay 
depends on 
jitter buffer, 
packet size, 
packet/frame 
 
 
 

Supported by Telcos 
 
IP-based teleport being 
tested by several 
utilities and deployed 
by one 
 
Supports QOS and COS 
which allows priority 
for teleport (TDM) 
traffic 
 
 
 

Non-Deterministic end-to-end 
delay 
 
Susceptible to jitter,  
 
Requires design of buffers, 
packet size, data rates 
  
Requires Sync  
 
 
 

In general, it’s not 
symmetric and 
require careful 
design for 
Asymmetry  

       
Licensed  
PDH 
Digital Microwave 

Licensed nxT1 or 
nxT3 TDM 
(based on ANSI 
T1.107 and 
equivalent ITU 
G.703) rates 
carried over 
digital 
microwave radio 
links 
 
Radios can be 
equipped for 
frequency, 
space or 
polarization 
diversity for 
improved link 
availability. 

TDM 
Deterministi
c 
BW: up to 
multipleDS-
3 (nx 44.736 
Mb/s) 

Propagation 
time in air: 3.3 
us/km 
1-2 ms 
processing delay 
at each terminal  

Licensed radio means 
lower risk of 
interference 
 
Space/frequency or 
polar diversity can be 
used to significantly 
improve availability  
 
n x T1 radios are used 
as last mile solutions 
Deterministic delay  
 
Suited for LCD 
 
Encrypted/scrambled 
over-the air data 
provides security 

Older systems, become obsolete 
 
License acquisition time 
consuming 
Requires frequency coordination 
Link length is terrain-dependent  
Requires towers and 
infrastructure at both ends 
May require Env. Approval for 
towers 
 
Max path length on flat terrain is 
50 km due to free space loss. 
 
Requires sync otherwise slips 
occur 

Asymmetry not an 
Issue since same 
path used 

Licensed SONET/ 
SDH Radio 

Radios 
operating in 
licensed bands 
dedicated for 
utilities. 
 
The radio RF 
interfaces with 
an IF 

 
Max. OC-
3/STM-1 
(155 Mb/s) 
due to 
channel 
width 

TDM 
Deterministic 
delay  
 
Prop time in air: 
3.3 us/km 
 
250 to 500 us 
process time 

Licensed radio means 
lower risk of 
interference 
 
Deterministic. delay  
 
Space/frequency or 
polar diversity can be 
used to improve avail. 

Same issues as Licensed digital 
radios 
 
Max path length on flat terrain is 
50 km due to free space loss. 
 
Requires sync otherwise slips 

< 1 ms 
 
Asymmetry not an 
Issue since same 
path used 
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Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

(Intermediate 
Frequency) 
which then 
connects to a 
SONET (OC-
3)/STS-3 or SDH 
STM-1 
multiplexer. 
 
Radios can be 
equipped for 
frequency, 
space or 
polarization 
diversity for 
improved link 
availability. 

total for 
Intermediate 
Frequency (IF) 
stage and 
SONET Mux. 

 
Takes advantage of 
standard SONET rates 
 
Requires strict synch. 
 
Suited for LCD 
 
Scrambled over-the air 
data provides security 

Unlicensed TDM 
PDH 
Microwave 
(2.4, 5.6,..18 G) 

These 
unlicensed 
radios use FDM 
or OFDMA to 
map TDM slots 
to a 
constellation 
carried on RF  

Up to up to 
3 DS-3s 
(nx44.736 
Mb/s) 

TDM 
Deterministic 
delay  
 
Propagation 
time in air: 3.3 
us/km 
 
End equipment 
process time: 
250-500 us. 
 
Due to 
Frequency 
hopping spread- 
spectrum or 
OFDM/OFDMA 
used, latencies 
are higher  

Deterministic delay 
 
Encrypt/ 
scrambled output 
possible 
 
Un-licensed means it 
can be implemented 
quickly 
 
 
 
 
 

Susceptible to unwanted 
interference 
 
Requires more end equipment 
processing time 
 
Link lengths are shorter due to 
higher channel noise and FSL. 

Asymmetry since 
both paths are set 
prior 

Unlicensed 
Packet-based 
Microwave 
(2.4, 5.6,..18 G) 
 
WIMAX 

Packet based 
radios providing 
up to multiple 
10 Mb/s 
throttled back 
ethernet 
connectivity, 
WIMAX (IEEE 
802.16) falls in 
this category 
 
 

Variable 
 
Form 1Mb/s 
to 75 Mb/s 
(WiMax) 
 

Variable delay 
 
Propagation 
time in air still: 
3.3 us/km 
 
 
Higher delay 
than TDM 
counterparts 
due to 
Frequency 
hopping and SS 
techniques 
Avg. delay 
< 10 - 50 ms 
 
 
 
 

Un-licensed means it 
can be implemented 
quickly 
 
Shorter paths:  
30-40 km 
 
Lower reliability, 
 
Higher delay/ 
variability 
 
Encryp. & Security 
supported 
 
Lower height Tower 
install still requires 
approval 

Higher noise due to others using 
same channels 
 
Requires strict sync – Susceptible 
to loss of sync 
 
Requires more device processing 
- delay  
 
Link lengths are shorter due to 
higher channel noise. 
 
 

No Asymmetry 
depending on 
path  

NB Radio Narrow Band 
(NB) radio refers 
to any radio 
with less than 

< 1 Mb/s Deterministic 
 

Used in mesh 
configuration  
 
Secure RF link 

Proprietary radios are often used 
 
 

Not used for LCD 
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Communication 
Technology 

Description Bandwidth/ 
Capacity 

End-to-End 
Latency 

Advantages Vulnerabilities/Disadvantages Asymmetry 

25 kHz channel 
width 

Propagation 
time in air still: 
3.3 us/km 
 

 
Support Point-Point 
and Point to multi-
Point 
 
Secure/encrypted 
possible 
 
Mirrored bit possible 
 
 

Asymmetry 
Possible if paths 
are pre-arranged 
 

Private LTE Fully packet 
based  
Channels 
 
Narrower 
channels means 
lower delay than 
WIMAX 

< 100 Mb/s 
with 
asymmetry 
up/ 
down chan. 

Non-
deterministic 
delay 
 
Prop time in air 
still: 3.3 us/km 
 
< 20 ms delay 
possible 
 

Encryption. & Security 
supported 

Costly 
 
Requires new infrastructure 
built/leased 
 
 
 

 

Public Wireless 
4G Cellular 

Data transfer 
over wireless 
provider cellular 
network 
(e.g. Cellular 
SCADA) 

< 100 Mb/s 
with 
asymmetry 
up/down 
channels  

  Non-deterministic delay 
 

No, 
Asymmetry 

Satellite Leased services 
over satellite 
links 

< 1 Mb/s High 
Round Trip 
time: 
250-280 ms  

Easy to deploy 
 
Several providers 
 
Wide coverage area 

Round trip delays are high 
 

Delay variation 
may be too high 
for Asymmetry 
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Table I-2 - Wired and Wireless Transmission Media and their Characteristics (Cont’d) 

Communication 
Technology 

Environmental Factors 
Susceptibility 

Critical Parameter/Design Factor Risks/Remedy Comments 

Pilot Wire on 
Copper wires 

Susceptible to noise, EMI, 
station GPR 

Can be Costly infrastructure 
 
Cable represents Single point of failure 
 
Loss due to Cable cuts 
 

Use dual routes on dedicated 
cables for added reliability 

 

Leased 4-Wire 
Analog Circuits 

Susceptible to EMI, noise, 
station GPR 

Sunset by Telcos 
Telco doesn’t guarantee availability 
Migration to packet based 

Migration path to other services, 
Use dual routes on dedicated 
cables for added reliability 

 

Leased 56/64 kb/s 
Digital Circuits 
(also known as 
DDS in the US) 

Susceptible to noise, EMI, 
Station GPR  

Susceptible to noise, EMI due to wider BW 
Additional customer premise equipment 
required 
 
Must ensure Central Office-Central Office 
(CO-CO) connections are not IP/packet-
based, otherwise end-to-end delay is not 
Deterministic, jitter 
 

Migration path to other services, 
Ensure TDM end-to-end 
Use dual routes on dedicated 
cables for added reliability 

May be abandoned 
by Telco in not 
distant future in 
favor of packet 
based 

Leased nx64 Susceptible to noise, EMI, 
Station GPR 

Good compromise in some instances 
 
Must ensure CO-CO connections are not 
IP/packet-based, otherwise end-to-end 
delay is not Deterministic, jitter  

Ensure TDM end-to-end May be abandoned 
by Telco in future in 
favor of packet 
based. 
 
With appropriate 
provisioning and 
testing, can be used 
for LCD 

HDSL/ 
ADSL 
/xDSL 

Less Susceptible to noise, 
EMI due to specialized 
modulation. 
 
Requires  
High Voltage Protection 
(HVP) at site, but may have 
problem going through HVP 

Unavailable during re-frame time 
 
Distance sensitive 

Long (1-2 sec) re-frame time 
upon loss of synchronization 

IEEE 487 does not 
recommend this 
service for class A 
circuits due to long 
re-frame time 

Analog PLC Line noise,EMI 
RF emission/Susceptible , 
interference 

Increased attenuation may occur at time of 
fault 
 
Low Bandwidth 
 
Can interfere with other frequency, needs 
regulatory frequency coordination 

Inherent limit, Can’t 
accommodate higher bandwidths 

 

Digital PLC Line noise, EMI, RF 
emission/ Susceptible to 
interference 
 
Susceptible in particular on 
long lines 
 
Jitter noise 
accumulation 

Increased attenuation may occur at time of 
fault 
 
Higher data rates supported 
Better overall performance due to digital 
error correction, at the cost of added 
complexity and added end-to-end delay 
 
Can interfere with other frequency, needs 
regulatory frequency coordination 

Currently not used for critical 
lines pending further tests 

 

Broadband Power 
Line 
(BPL) 

Susceptible to RF 
interference, 
Source of interference 

Designed mainly for distribution Not hugely endorsed by vendor 
community 

IEEE 1901-2010 
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Communication 
Technology 

Environmental Factors 
Susceptibility 

Critical Parameter/Design Factor Risks/Remedy Comments 

Direct Fiber 
 
Singlemode (SM) 
 
Multimode (MM) 

If direct buried susceptible 
to damage upon digging up 
If aerial, Susceptible to 
lightning or other damages 

High Cost 
 
Fastest and most reliable solution as there 
are no intermediate eqpt 
 
Requires private deployment as leased dark 
fiber is hard/expensive to acquire 

  

Private T1 over 
Fiber 

Susceptible to EMI, SWC,  
 
But not station GPR 
 
Fiber Susceptible to 
accidental digup 
 
Utility hardened muxes 
meeting IEEE 1613 mitigate 
EMI, SWC  

Limited to T1 Bandwidth 
 
Fiber is single point of failure 
 
Inefficient use of T1 BW and fiber BW, OK for 
private networks. Use of T1 DACS can pack 
many channels in one T1 (more efficient). 

 Mux Can be 
powered from 
station battery 

Async or PDH 
Systems over 
Fiber 

Susceptible to EMI, SWC,  
 
But not station GPR 
 

Obsolete systems Not used anymore Older systems- 
mostly replaced by 
SONET/SDH 

SONET Over Fiber SONET equipment often 
support Telcordia GR-1089 
and not IEEE 1613, 1613.1 
 
Susceptible to EMI, SWC, 
transient, Fast transient 
Station GPR 
 
Fiber Susceptible to break 
or dig-up. 
 
 

Reliable solution 
 
SONET UPSR ring switching can be used but 
has the risk that during 50 ms of switching 
protection is not available 
 
If Utility-hardened SONET muxes are used in 
ring configuration, reliability improves. 
 
99.99875% is Telcordia objective for a single 
SONET link including fiber, DC power. In 
practice this is exceeded. 

SONET protection switching adds 
resiliency but can cause trips 
and/or asymmetry if paths differ 
significantly 
 
 

 

POTN over DWDM 
and Fiber 

POTN/ 
DWDM equipment often 
support Telcordia GR-1089 
and not IEEE 1613, 1613.1 
 
Susceptible to EMI, SWC, 
transient, Fast transient 
Station GPR 
 
Fiber Susceptible to break 
or dig-up. 

Requires new Equipment Infrastructure 
 
Provides resiliency through switching at 
multiple layers 
 
  

Can be single source of failure for 
many services 
 
Software dependencies 
 

 

FTTH/ 
FTTC/ 
FTTN 

Same issues as with other 
fiber-based technology 

Requires capital for fiber deployment 
 
Provides asymmetric access to many 
subscribers 
 
 
 
 

  

     
IP/Packet Based 
WANs 

Susceptible to EMI, station 
GPR 
 
Susceptible to digital noise 
 

Variable delay 
 
Requires higher rates to support same 
services 
 
Currently used for SCADA, 

  



 
 

A-9 
 

Communication 
Technology 

Environmental Factors 
Susceptibility 

Critical Parameter/Design Factor Risks/Remedy Comments 

Most equipment support 
Telcordia GR-1089 or no 
standard as opposed to IEEE 
1613. 
 
A number of substation 
hardened equipment 
available 

 
Requires testing to adopt for protection 
 
Circuit Emulation Services over Packet 
Transport Network (CESoPTN) is a candidate 

     
Licensed  
PDH 
Digital Microwave 

Susceptible to path climatic 
factors 
 
Susceptible to effects of 
jitter if improperly 
synchronized 

Lower risk of interference due to license 
 
Susceptible to climatic factors 
 
Frequency/space/pol diversity improve 
availability of link 
 
 

TDM Radios are being 
discontinued in favor of packet-
based radios 
 
Multiple, non-parallel radios are 
used when diversity required for 
NPCC lines, Tower can be 
common in these designs 

Repeaters may be 
used to extend 
range, but require 
own infrastructure. 
 
Increasingly high 
towers require 
costly env 
assessment 
 
Regulatory license 
acquisition is a 
stumbling block  
 

Licensed SONET/ 
SDH Radio 

Susceptible to path climatic 
factors similar to any radio 
 
Susceptible to effects of 
jitter if improperly 
synchronized. 
 
 

Max BW is limited to OC3  
 
 
Susceptible to climatic factors 
 
Error-correction codes used to advantage 
 

SONET Radios are being 
discontinued in favor of packet-
based radios 
 
SONET radio links in ring 
configuration have been used to 
take advantage of SONET ring 
switching for added reliability 

Repeaters may be 
used to extend 
range, but require 
own infrastructure. 
 
Increasingly high 
towers require 
costly env 
assessment 
 
Regulatory license 
acquisition is a 
stumbling block  
 

Unlicensed TDM 
PDH 
Microwave 
(2.4, 5.6,..18 G) 

Susceptible to path climatic 
factors 
 
Susceptible to unwanted 
interference 

Unlicensed means Susceptible to unwanted 
interference 
Require installation of tower/antennas 

Mesh configurations can improve 
availability 
 
Radios are being discontinued in 
favor of packet-based 

 

Unlicensed 
Packet-based 
Microwave 
(2.4, 5.6,..18 G) 
 
WIMAX 

Susceptible to path climatic 
factors like any radio 
 
Susceptible to interference 
from other users or sources 
 
 
 

Unwanted interference major issue 
 
Require installation of tower/antennas 

Mesh networks are often 
proposed 
 
Last mile solution suitable mostly 
for distribution 
 
Can be used for SCADA 
 
WIMAX obsolesce is an issue. 
Move to Private LTE  
 
 

Last mile  

NB Radio Susceptible to path climatic 
factors like any radio 
 

Less unwanted interference due to NB 
 
Low speed radios due to NB 
 

Last mile solution used for certain 
relaying 
 
Can be used for SCADA, limited 
application in protection 
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Communication 
Technology 

Environmental Factors 
Susceptibility 

Critical Parameter/Design Factor Risks/Remedy Comments 

Less Susceptible to noise 
and unwanted interference 
due to NB 
 

 

Private LTE Susceptible to interference, 
climatic factors 

Less unwanted interference due to NB 
 

Can be used for SCADA 
 
Protection application requires 
testing 

Last mile.  
 
May be viable for 
protection as 
backup due to low 
delay. 
 
(requires further 
testing) 
 

Public Wireless 4G 
Cellular 

Susceptible to interference, 
climatic factors 

Can’t be used for protection 
Can only be used for SCADA backup 

 last mile SCADA 
solution  

Satellite  Can only be used for certain types of 
protection due to delay 
 
Can be used for SCADA as a viable backup  

 Only used as SCADA 
back-up 

 

Notes: The information in the above tables is compiled from CIGRE JWG 34/35.11 working group report 
“Protection Using Telecommunications”. 
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12.0 APPENDIX B:  ABBREVIATIONS 

ADC Asymmetry Delay Control 
ADSL Asymmetry Digital Subscriber Line 
AIS Alarm Indication Signal 
ANSI American National Standard Institute 
ASK Amplitude Shift Keying 
ATM Asynchronous Transfer Mode 
BER Bit Error Rate 
BES Bulk Electric System 
BLSR Bi-Directional Line Switched Ring 
BPL Broadband Power Line Carrier 
BPV Bipolar Violation 
BW Bandwidth 
CES Circuit Emulation Service 
CESoPTN Circuit Emulation Service over Packet-

Switched Network 
CIR Committed Information Rate 
CO Central Office 
COS Class of Service 
CSU Channel Service Unit 
CV Code Violation 
DC Direct Current 
DCB Directional Comparison Blocking 
DCUB Directional Comparison Un-Blocking 
DDS Digital Data Stream 
  
DLCI Data Link Connection Identifier 
DS Digital Stream 
DSL Digital Subscriber Line 
CSMA/CD Collision Sense Multiple Access with 

Collision Detection 
DSU Digital Service Unit 
DTE Data Terminal Equipment 
DTT Direct Transfer Trip 
DUTT Direct Under-reaching Transfer Trip 
DWDM Dense Wavelength Division 

Multiplexed 
E-Band Frequency Band 60 – 90 GHz 
EM Electromagnetic 
EMI Electromagnetic Interference 

EPRI Electric Power Research Institute 
FCAPS Fault, Configuration, Accounting, 

Performance, and Security 
FCC Federal Communications Commison 

(US) 
FDD Frequency Division Duplex 
FLR Frame Loss Ration 
FSK Frequency Shift Keying 
FTTC Fiber to the curb 
FTTH Fiber to the home 
FTTN Fiber to the node 
G-ACh Generic Associated Channel 
Gb/s Gigabytes per second 
GHz Giga Hertz 
G-MPLS Generalized MPLS 
GOOSE Generic Object Oriented Substation 

Event 
GPR Ground Potential Rise 
GPS Global Positioning System 
GSE Generic Substation Events 
HDSL High-data-rate DSL 
HV High Voltage 
HVP High Voltage Protection 
IEC International Electrotechnical 

Commission 
IECSA International Electrotechnical 

Commission – Standards Authority 
IED Intelligent Electronic Device 
IETF Internet Engineering Taks Force 
IP Internet Protocol 
IP/T-
MPLS 

Internet Protocol/Tranport-
MultiProtocol Label Switching 

ISIS Intermediate System to Intermediate 
System 

ITU International Telecommunication 
Union 

ITU-T ITU Telecommunication 
Standardization Sector 

kb/s Kilobyte per second 
LAN Local Area Network 
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LCD Line Current Differential  
LER Label Edge Router 
LOF Loss of Frame 
LOG Loss of Guard 
LOP Loss of Pointer 
LOS Loss of Signal 
LSP Label Switch Path 
LSR Label Switch Router 
LTE Long Term Evolution 
MM Multimode 
MMS Multimedia Message Service 
MPLS Multi-Protocol Label Switching 
NB New Brunswick 
NMS Network Management System 
NTP Network Time Protocol 
OAM Operation Administration Maintenance 
OC Optical Carrier 
OC-n Optical Carrier -n 
OFDM Orthogonal Frequency Division 

Multiplexing 
OFDMA Orthogonal Frequency Division 

Multiple Access 
OM&A Operations, Maintenance and 

Administration 
ONE Optical Network Elements 
OOK On-Off Keying 
OSPF Open Shortest Path First 
OTDR Optical Time-Domain Reflectomer 
OTN Optical Transport Network 
PCM Pulse Code Modulation 
PDH Plesiochronous Digital Heirarchy 

PDV Package Delay Variation 
PIR Peak Information Rate 
PLC Power Line Carrier 
PON Packet Optical Network 
POTN Packet Optical Transport Network 
POTT Permissive Over-reaching Transfer Trip 
PSK Phase-Shift Keying 
PSTN Public Switched Telephone Network 
PT Permissive Trip 
PTP Precision Time Protocol 
PUTT Permissive Under-reaching Transfer 

Trip 
PVD Package Delay Variation 
PWE3 Pseudo Wire Emulation -3 
QAM Quadradure Amplitude Modulation? 
QoS Quality of Service? 
RAS Remedial Action Schemes 
RF Radio Frequency 
RSL Received Signal Level 
RSSI Received Signal Strength Indicator 
RSVP Resource Reservation Protocol 
RX Receive 
S4T4 Schedule 4 Type 4 
SCADA Supervisory Control and Data 

Acquisition 
SD Signal Degrade 
SDH Synchonous Digital Hierachy 
SM Single Mode 
SOE Sequence of Events 
SONET Synchronous Optical Network 
SPS Special Protection System 
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SSB Single Side Band 
SSM Synchronization Status Messaging 
STM Synchronous Transport Module 
STM-m Synchronous Transport Module – m  
STS Synchronous Transport Signal 
TCP Transmission Control Protocol 
TDD Time Division Duplex 
TDM Time Division Multiplexed 
TE Traffic Engineering 
Telcos Telecommunication Companies 
TIM Trace Identifier Mismatch 
TNMS Telecom Netweork Management 

System 
TP Transport Profile 
TSI Time-Slot Interchange 
TX Transmit 
UHF Ultra High Frequency 
UPSR Uni-Directional Switched Ring 
UTC Coordinated Universal Time 
VAR Volt Amp Reactive 
VCI Virtual Channel Identifier 
VDSL Very-high-data-rate DSL 
VF Voice Frequency 
VHF Very High Frequency 
VLA Valve Lead Acid (flooded) 
VPI Virtual Path Identifier 
VPLS Virtual Private LAN Service 
VPN Virtual Private Networks 
VPWS Virtual Private Wire Service 
VRLA Valve Regulated Lead Acid 
VT Virtual Tributary 

WAN Wide Area Network 
WDM Wavelength-Division Multiplexing 
WiMax WirelessMAN or the Air Interface 

Standard 
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